
CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 


PURCHASE ORDER 


Vendor Address Number 116458 

WEST PUBLISHING CORPORATION 

DBA THOMSON REUTERS-WEST OR WEST, A 

610 OPPERMAN DRIVE 

EAGAN MN 55123 _ 

|tfl^UnV61ce) tol#asiasy ;j;ivggp^^ 

COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


Livi?'■ ’ 


Shipping Address 


Terms of payment: 
Shipping Terms 



piformatipn ^ . 



Purchase Order Number/Date 

4500230687-0 /12/16/2015 


CoH Vendor Number 

116458 


Page 

1 of 2 


Buyer's Name 

Diana Gonzalez 114 

l] 

Buyer's Telephone Number 

713-308-1706 


Buyer's Fax Number 

713-308-1742 


Buyer's E-mail Address 

Diana.GonzalezdeRios@HoustonPo 

lice.Org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 

---— 1 


HOUSTON POLICE DEPARTMENT 
COMPUTER SERVICES 
PATRICIA CHEESMAN 
33 ARTESIAN 
HOUSTON TX 77002 
Pay net 30 w/o deduction 
FOB(Free on board) /DESTINATION 


Currency USD 


Your person responsibie; ellen Gillespie 
Your reference: E24811 

GL; 520107 CC; 1000010057 FUND; 1000 

CONTACT PERSON: ALVINA MCCARTY 713-247-8507 
REQUISITIONER; PEGGY SAPPINGTON 713-247-5182 


Item Quanti 


10 1.00 AU 


Material # / Description _ Unit Cost _ Extended Cost 

95,376.00 / AU 95.376.00 

20857 LAW ENFORCEMENT SOFT 

Clear Services 

Release Order against contract 4600012388 Item 00010 

THE CONTRACT STATES THAT DURING PERIOD 12/1/2015 - 11/30/2016 THE PRICE PER MONTH IS 
$7,948.00. 


ITSM #472708 THIS IS FOR TECH SVCS 


Gross Price 


10 CLEAR SERVICES 12/1/ 


95,376.00 USD 

The item covers the following services: 

12.000 AU 7,948.00 


1.000 95,376.00 


95,376.00 


Delivery Date: 12/31/2015 





CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500230687-0 /12/16/2015 Page 2 of 2 



The Terms and Conditions specified on http://purchasing.houstontx.gov wiil apply. 

I hereby certify a certificate of the necessity of this expenditure is on file in this I hereby certify that the expenditure for the above goods 

^onartmpnt has been duly authonzed and appropnated and that 

" sufficient funds are ayailable to liquidate same. 








Mayor 


Piirrh;)sina Aaent 


Controller 






CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 

PURCHASE ORDER 






Purchase Order Number/Date 
CoH Vendor Number 
Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 


Vendor Address Number 116458 

WEST PUBLISHING CORPORATION 
DBA WEST - A THOMSON REUTERS 
610OPPERMAN DRIVE 
EAGA N MN 55123 _ 

COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


4500210768-0 / 01/15/2015 
116458 
1 of 2 

Diana Gonzalez 114 

713-308-1706 

713-308-1742 

Diana.GonzalezdeRios@HoustonPo 

lice.Org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 


- 

Shipping Address 

1 1--- 

HOUSTON POLICE DEPARTMENT 

COMPUTER SERVICES 

PATRICIA CHEESMAN 

33 ARTESIAN 

HOUSTON TX 77002 


Terms of payment: 

Pay net 30 w/o deduction 

Currency USD 

Shipping Terms 

FOB(Free on board) /DESTINATION 


Your person responsible: 

ELLEN GILLESPIE 


Your reference: 

E24811 


GL: 520107 CC: 1000010057 FUND: 1000 


CONTACT PERSON: PAT CHEESMAN 713-247-8545 / ALVINA MCCARTY 713-247-8507 
REQUISITIONER: PEGGY SAPPINGTON 713-247-5182 



Quantity 

1.00 


Material # / Description _ Unit Cost _Extended Cos^ 

92,592.00 / AU 92,592.00 

20857 LAW ENFORCEMENT SOFT 

CLEAR SERVICES 

Release Order against contract 4600012388 Item 00010 

THE CONTRACT STATES THAT DURING PERIOD 12/1/2014 -11/30/2015 THE PRICE PER MONTH IS 
$7,716. 


Gross Price 


10 CLEAR SERVICES 


ITSM #472708 THIS IS FOR TECH SVCS 
92,592.00 USD 1 AU 

The item covers the following services: 

12.000 AU 7,716.00 92.592.00 


1.000 92,592.00 


Delivery Date: 01/26/2015 





CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500210768-0 / 01/15/2015 Page 2 of 2 


USD 92,592.00 


Tho Tprms and Conditions specified on http'.//purchasing.houstontx.gov will apply. r t, 

».=.»«,o„«. .Kp.n<.,u™ is .n In mi. 

department. sufficient funds are available to liquidate same. 


[)> It 

Purchasing Agent r.r.ntrnii 




laIZZr:> 


Mayor 


Controller 








CITY OF HOUSTON 

HPD Purchasing Unit 1000 


jfendot^Adqress;;as l5^^ ^ 

Vendor Address Number 116458 

WEST PUBLISHING CORPORATION 
DBA WEST - A THOMSON REUTERS 
610 OPPERMAN DRIVE 
EAGAN MN 55123 


COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 




PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 


PURCHASE ORDER 


Purchase Order Number/Date 4500196915-0 / 03/28/2014 
CoH Vendor Number 116458 


Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 


116458 
1 of 2 

Mary Olvera 101 

713-308-1767 

713-308-1742 

mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER'S E-MAIL ADDRESS 


Shipping Address 


Terms of payment: 
Shipping Terms 
Your person responsible: 
Your reference: 

PR 10180152 


HOUSTON POLICE DEPARTMENT 

COMPUTER SERVICES 

33 ARTESIAN 

HOUSTON TX 77002 

USA 

Pay net 30 w/o deduction 
FOB(Free on board) /DESTINATION 
ELLEN GILLESPIE 
E24811 


Currency USD 


FUND 1000 
CC 1000010057 
G/L 520107 

CONTACT PERSON 

ALVINA MCCARTY 713-247-8507 

PAT CHEESMAN 713-247-8545 


REQUISTIONER 

PEGGY SAPPINGTON 713-247-5182_ 


Item Quantity UM Material #/Description 
10 1.00 AU 


Material # / Description _ Unit Cost 

89,892.00 / AU 

20857 LAW ENFORCEMENT SOFT 

CLEAR Services 

Release Order against contract 4600012388 Item 00010 

This is for the procurement of CLEAR Services for the Houston Police Department 


Extended Cost 

89,892.00 


THIS IS A CONTRACT WiTH WEST PUBLISHING FOR DECEMBER 1.2013 THROUGH NOVEMEBER 






CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500196915-0 / 03/28/2014 Page 2 of 2 



The Terms and Conditions specified on http://purchasing.houstontx.gov will apply. 

I hereby certify a certificate of the necessity of this expenditure is on file In this I hereby certify that the expenditure for the above goods 

departrnent authorized and appropriated and that 

" sufficient funds are available to liquidate same. 










Mayor 


Purchasing Agent 


Controller 







CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 

PURCHASE ORDER 


_ 

vendor Address Number 148250 
ALLIED ASSOCIATES INTERNATIONAL INC 
8078 CRESCENT PARK DRIVE 
GAINESVILLE VA 20155 
USA 




Mad,Inyoicetoi ,( 

COM POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 




Purchase Order Number/Date 
CoH Vendor Number 
Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 






___ 

^45002290283 / 1134/2015 
148250 
1 of 2 

Mary Olvera 101 

713-308-1767 

713-308-1742 

mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER’S E-MAIL ADDRESS 


Shipping Address 


Terms of payment; 
Shipping Terms 


HOUSTON POLICE DEPARTMENT 

TECHNOLOGY SERVICES COMMAND 

ALVINA MCCARTY 

33 ARTESIAN 

HOUSTON TX 77002 

Pay immediately w/o deduction 

FOB(Free on board) /DESTINATION 


Currency USD 


Your person responsible: RUSS jensen 

PR 10210639 FUND 5030 CC 5000010001 ORDER NUMBER V50000024-15 G/L 511045 
CONTACT person ALVINA MCCARTY 713-8507-REQUISITIONER ANITA KHAMBHATI 713-247-5551 


Item Quantity UM Material #/Description 


Unit Cost 


Extended Cost 


10 


2.00 EA 10014587 2,499.00 / EA 4,998.00 

SOFTWARE, MICRO-TECH 

Int. Article No. 20453362004 

Make ALLIED ASSOCIATES Model SOCIOSPYDER 

LN-10 USER LICENSE FOR THE INSTALLATION OF SOCIOSPYDER ONTO 
A STAND ALONE PC. THE LICENSE COVERS UPDATES AND NEW 
MODIFICATIONS FOR UP TO ONE YEAR FOR THE TWO LICENSES. 

attached quote ID: 222 FOR MORE DETAIL ******** 

INCIDENT# 492524 
FOR:^ 

COMPUTER HARDWARE AND PERIPHERALS FOR MICROCOMPUTERS 
Microcomputers, Desktop or Tower based 

MICROCOMPUTER (PC), ACCESSORIES, PERIPHERALS, AND SOFTWARE AS SPECIFIED IN THE IFB 
AND ANY SUBSEQUENT ADDENDAS_____ 







CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500229028-0 /11/04/2015 Page 2 of 2 


Item Quantity 

UM 

Material # / Descriotion 


Unit Cost 

Extended Cost 

Gross Price 


MICRO-TECH SOFTWARE 
2,499-00 USD 

1 EA 

2.000 

4,998.00 

Total **** 


Delivery Date: 11/30/2015 


US^ 

4,998.00 


The Terms and Conditions specified on http;//purchasing.houstontx.gov will apply. j 

, hereby certify a certificate of the necessity of this expenditure is on file in this 

department. sufficient funds are available to liquidate same. 


(I A 

^ - ■ -Xgent 






Mayor 


Purchasing 


Controller 









CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 

PURCHASE ORDER 


Vendor Address Number 142493 

GEOFEEDIA INC 

444 NORTH WELLS ST SUITE 502 

CHICAGO IL 60654 

USA 


V endo l Address,, 


FRTJRFi: 




COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


Purchase Order Number/Date 
CoH Vendor Number 
Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 


4500236773-0 / 05/10/2016 
142493 
1 of 2 

Mary Olvera 101 

713-308-1767 

713-308-1742 

mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER'S E-MAIL ADDRESS 


HOUSTON POLICE DEPARTMENT 
TECHNOLOGY SERVICES COMMAND 
ALVINA MCCARTY 
33 ARTESIAN 
HOUSTON TX 77002 
Pay immediately w/o deduction 
FOB(Free on board) /DESTINATION 

Your person responsible: josh vervack 

PR 10217633/ DATA SUBSCRIPTION 

HSGP: grant NO.: 50000024-2016 - INTERNAL ORDER: Q50000024-16 
HRISC software APPLICATION & MAINTENANCE SUPPORT-GEOFEEDIA RENEWAL 
PRIMARY CONTACT:^ 


Shipping Address 


Terms of payment: 
Shipping Terms 


Currency USD 


Item Quantity UM 
10 1.00 AU 


Material # / Description 


Unit Cost 


Extended Cost 


12 , 000.00 


12,000.00/AU 
92047 SUPPORT SVCS, COMPUT 

GEOFEEDIA ANNUAL SUBSCRIPTION 

LN-10 GEOFEEDIA PROFESSIONAL EDITION SERVICE PACKAGE CONTFtACT EXPIRES 05/03/2017 


' SEE ATTACHED FOR MORE DETAIL 


Gross Price 


INCIDENT# 

FOR: CID - FUSION CENTER 

12,000.00 USD 1 AU 

The item covers the following sen/ices; 

10ANNUAL SUBSCRIPTION 1.000 AU 12,000.00 12,000.00 

Delivery Date: 06/06/2016 


1.000 


12 , 000.00 







CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500236773 -0 / 05/10/2016 Page 2 of 2 



The Terms and Conditions specified on http://purchasing.houstontx.gov wiil apply. ^ 

I hereby certify a certificate of the necessity of this expenditure is on fiie in this 

department. sufficient funds are available to liquidate same. 


Mayor Purchasing Agent 






Controller 







CITY OF HOUSTON 

HPD Purchasing Unit 1000 


'/endor Address Number 113834 

WEST PUBLISHING COMPANY 
P.O. Box 6292 
CAROL STREAM IL 60197 
USA 


Mail Invojpe to__ 

COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


SpliPpli 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 

Change to 

PURCHASE ORDER 


Purchase Order Number/Date 4500232254-1 / 01/27/2016 


CoH Vendor Number 
Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 


113834 
1 of 2 

Mary Olvera 101 

713-308-1767 

713-308-1742 

mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER'S E-MAIL ADDRESS 


Shipping Address 


HOUSTON POLICE DEPARTMENT 


1200 TRAVIS, 16TH FLOOR 
HOUSTON TX 77002 

Terms of payment : Pay net 30 w/o deduction 

Shipping Terms FOB(Free on board) /DESTINATION 

PR 10213737 FUND 1000 CC 1000010003 G/L 520108 


Quanti 
1.00 


Currency USD 


Material # / Description Unit Cost 


24,078.60 / AU 

91573 PUB INFO SER PRESS 

MONTHLY ONLINE ACCESS FOR LEGAL RESEARCH 


Extended Cost 


24,078.60 


Gross Price 


Monthly online access for legal research 

12 months of access from January-December 2016 at $2,006.55 per month 
Total $24,078.60 

Reference account # 1000719634 
Houston Police Dept 
Legal Services 
Order ID 505860 

(WestlawNex) (banded) 
material ID 40988738 
Gov Build Your Own 601817T93853 
Program codes 601817T93853 

24,078.60 USD 1 AU 1 

*** Delivery date changed *** 

*** Item partially delivered ***_ 


24,078,60 









CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 

Change to 

PURCHASE ORDER 

PO number/date 4500232254-1 / 01/27/2016 Page 2 of 2 


Item Quantit 


Material # / Description 


Unit Cost 


Extended Cost! 


Delivery Date: 12/31/2016 


91573 PUB INFO SER PRESS 

MONTHLY ONLINE ACCESS 


5,172.00/AU 


5,172.00 


Monthly publication print service for legal research 

12 months of print service from January-December 2016 at $431.00 per month Total $5,172.00 


Material ID 40666420 
Program Details 
GO Wp to WCMP 
601817076373 

Program codes 601817076373 


Gross Price 


5,172.00 USD 
*** Delivery date changed *** 

*** Item partially delivered ** 
Delivery Date: 12/31/2016 


5,172.00 


29,250.60 


The Terms and Conditions specified on http://purchasing.houstontx.gov will apply. 

1 1 o,m . •'»'« »' ^ 

department. sufficient funds are available to liquidate same. 


Ivor Chief Procurement Officer 




Mayor 


Controller 






CITY OF HOUSTON 

HPD Purchasing Unit 1000 


I vinloFl^ 

Vendor Address Number 142493 
GEOFEEDIA INC 
820 DAVIS STREET 
EVANSTON IL 60201 
USA _ 

iVlaij Invoice tp ['< 

COM POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 


PURCHASE ORDER 


Purchase Order Number/Date 4500217920-0 / 05/17/2015 
CoH Vendor Number 142493 

Page 1 of 2 

Buyer's Name Mary Olvera 101 

= Buyer's Telephone Number 713-308-1767 
Buyer's Fax Number 713-308-1742 

Buyer's E-mail Address mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER'S E-MAIL ADDRESS 


Shipping Address 


Terms of payment: 
Shipping Terms 


HOUSTON POLICE DEPARTMENT 

TECHNOLOGY SERVICES COMMAND 

ALVINA MCCARTY 

33 ARTESIAN 

HOUSTON TX 77002 

Pay immediately w/o deduction 

FOB(Free on board) /DESTINATiON 


Currency USD 


Your person responsible: michael mulroy 
SUBSCRIPTION FOR PUBLIC SAFETY 
PR 10203093 

HSGP: GRANT NO.: 50000024-2015 - INTERNAL ORDER: U50000024-15 
HPD CIU UPGRADE-GEOFEEDIA MAINTENANE SUPPORT (APRIL 2015 -2016) 
PRIMARY CONTACT) 


Item Quantit 


antitv UM Material # / Description _ Unit Cost _Extended Cost 

100 AU 12,000.00/AU 12,000.00 

92047 SUPPORT SVCS, COMPUT 

GEOFEEDIA ANNUAL SUBSCRIPTION 

LN-10 GEOFEEDIA PROFESSIONAL EDITION SERVICE PACKAGE CONTRACT EXPIRES 05/03/2016 


' SEE ATTACHED FOR MORE DETAIL ‘ 


INCIDENT# 479638 


Gross Price 


10 ANNUAL SUBSCRIPTION 


12,000.00 USD 1 AU 

The Item covers the following services: 

1.000 AU 12,000.00 12,000,00 


1.000 12 , 000.00 













CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500217920-0 / 05/17/2015 Page 2 of 2 



Delivery Date: 05/29/2015 



Total **** 


USD 

12,000.00 


The Terms and Conditions specified on http://purchasing.houstontx.gov wiii apply. , , 

I hereby certify a certificate of the necessity of this expenditure is on file in this I hereby certify that the expenditure for the above goods 

department. 


has been duiy authorized and appropriated and that 
sufficient funds are available to liquidate same. 


Purchasing Agent 




Mayor 


Controller 








CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELiVERY CORRESPONDENCE 

PURCHASE ORDER 


IVendor Address Number 143802 

SNAP TRENDS INC 

8601 RANCH ROAD 2222 BUILDING 2 SUITE 150 

AUSTIN TX 78730 

USA 


COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


Jjiformatjon j ^ i „_,l 
Purchase Order Number/Date 

CoH Vendor Number 
Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 


4500231976-0 / 01/24/2016 
143802 
1 of 2 

Diana Gonzalez 114 

713-308-1706 

713-308-1742 

Diana.GonzalezdeRios@HoustonPo 

lice.Org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 


Shipping Address 


Terms of payment,: 
Shipping Terms 


HOUSTON POLICE DEPARTMENT 

TECHNOLOGY SERVICES COMMAND 

ALVINA MCCARTY 

33 ARTESIAN 

HOUSTON TX 77002 

Pay Immediately w/o deduction 

FOB(Free on board) /DESTINATION 


Currency USD 


Your person responsible: lindsay burris 
GL: 520107 CC: 5000010001 FUND: 5030 

HSGP: Grant No.: 50000024-2016 Internal Order: 050000024-16 

HRISC FCTech Expansion-SNAPTRENDS LICENSE SUBSCRIPTION 013116-013117 


PRIMARY CONTACT^ 


Item Quantity UM Material #/Description 


Unit Cost 


Extended Cost 


10 


1.00 


AU 


19,800,00/AU 
92047 SUPPORT SVCS, COMPUT 

ANNUAL SOFTWARE SUBSCRIPTION - SNAPTREND 
LN-10 SNAP TRENDS LICENSE : 1 YEAR SUBSCRIPTION 
UP TO 6 USERS INCLUDES 1 ADMINISTRATOR 
SOFTWARE-AS-A-SERVICE 


19,800.00 


Gross Price 

10 1 YEAR LICENSE SUBS 


INCIDENT# 498695 
FOR:,i 

19,800.00 USD 1 AU 

The item covers the following services: 

1,000 AU 19,800.00 19,800.00 

Delivery Date: 02/15/2016 


1.000 


19,800.00 









CITY OF HOUSTON PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500231976 -0 / 01/24/2016 Page 2 of 2 



The Terms and Conditions specified on http://purchasing.houstontx.gov will apply. , u h 

I hereby certify a certificate of the necessity of this expenditure is on file in this I hereby certify that the 

y has been duly authonzed and appropriated and that 

(tepartmeni. sufficient funds are available to liquidate same. 


Mayor Purchasing Agent 


Controller 








I 



/endor Address Number 143626 
TLO LLC 

4530 CONFERENCE WAY SOUTH 
BOCA RATON FL 33431 


Mail Invoic'eto J 

COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

^ ' Purchase Order Number/Date 4500226906-0 / 09/19/2015 
CoH Vendor Number 143626 

Page 1 of 2 

Buyer's Name Mary Olvera 101 

■ Buyer's Telephone Number 713-308-1767 

.,‘4 „ \ Buyer's Fax Number 713-308-1742 

Buyer's E-mail Address mary.olvera@houstonpolice.org 


143626 
1 of 2 

Mary Olvera 101 

713-308-1767 

713-308-1742 

mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER’S E-MAIL ADDRESS 


Shipping Address 


Terms of payment: 
Shipping Terms 


HOUSTON POLICE DEPARTMENT 

TECHNOLOGY SERVICES COMMAND 

ALVINA MCCARTY 

33 ARTESIAN 

HOUSTON TX 77002 

Pay net 30 w/o deduction 

FOB(Free on board) /DESTINATION 


Currency USD 


Your person responsible: TLO billing 
PR 10208885 

FUND 1000 CC 1000010057 G/L 522430 

CONTACT PERSON ALVINA MCCARTY 713-247-8507 ANITA KHAMBHATI 713-247-5551 


Item Quantity 

10 1.00 


Material # / Description _ Unit Cost 

25,200.00 / AU 

92047 SUPPORT SVCS, COMPUT 

ONLINE INVESTIGATIVE SERVICES 

LN-10 ONLINE INVESTIGATIVE SERVICES 8/1/2015 —- 8/01/2016 

attached quote for MORE DETAIL ********* 


Extended Cost 

25,200.00 


Gross Price 


10 ONLINE INVESTIGATIVE 


25,200.00 USD 1 AU 

The item covers the following services; 

12.000 MON 2,100.00 25,200.00 

Delivery Date: 10/15/2015 


25,200.00 


1.00 AU 


3,539.75/AU 


92047 SUPPORT SVCS, COMPUT 

SEARCHES OUTSIDE OF AGREEMENT 


3,539.75 







1 



CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELiVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500226906-0 / 09/19/2015 Page 2 of 2 



The Terms and Conditions specified on http://purchasing.houstontx.gov will apply, 

o,,.. o,«. „p.nd.™.=„.. m«. 

department. sufficient funds are available to liquidate same. 








Piirchasina Aaent 


Controller 







CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 


PURCHASE ORDER 


/endor Address Number 143802 

SNAP TRENDS INC 

8601 RANCH ROAD 2222 BUILDING 2 SUITE 150 

AUSTIN TX 78730 

USA 


Purchase Order Number/Date 4500211619-0 / 02/05/2015 
CoH Vendor Number 143802 


Mail Invoice to r., 'l . l 

COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


Siasisilli 


Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 


143802 
1 of 2 

Mary Olvera 101 

713-308-1767 

713-308-1742 

mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER'S E-MAIL ADDRESS 


Shipping Address 


Terms of payment: 
Shipping Terms 


HOUSTON POLICE DEPARTMENT 

TECHNOLOGY SERVICES COMMAND 

ALVINA MCCARTY 

33 ARTESIAN 

HOUSTON TX 77002 

Pay immediately w/o deduction 

FOB(Free on board) /DESTINATION 


Currency USD 


Your person responsible: lindsay burris 

PR 10199269 

HSGP: Grant No.: 50000024-2015 - Internal Order: U50000024-15 
HRISC FC Tech Expansion Project-1 YEAR SNAPTRENDS LiCENSE SUBSCRIPTION 
PRIMARY CONTAC . . 


Quanti-, 
1.00 


Material # / Description ___ Unit Cost 

19,800.00/AU 

92047 SUPPORT SVCS, COMPUT 

ANNUAL SOFTWARE SUBSCRIPTION - SNAPTREND 

LN-10 SNAP TRENDS LICENSE : 1 YEAR SUBSCRIPTION 
UP TO 6 USERS 
SOFTWARE-AS-A-SERVICE 

***** SEE ATTACHED SUBSCRIPTION NUMBER: 201401061871 ****** 


Extended Cost 

19,800.00 


VENDOR: SNAPTRENDS 
VENDOR# 143802 


Gross Price 


INCIDENT# 473393 
19,800.00 USD 
The item covers the following services: 


19,800,00 








CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500211619-0 / 02/05/2015 Page 2 of 2 


itBm Oiiantitv UM 

Material # / Description 


Unit Cost 

Extended Cost 

10 1 YEAR LICENSE SUBS 

Total **** 

1.000 AU 19,800.00 

Delivery Date: 02/26/2015 

19,800.00 

USD~ 

19,800.00 


The Terms and Conditions specified on http://purchasing.houstontx.gov will apply. , ^ . 

I here^ certify a certifrcate of the r^ecessity of this expenditure is on nie in this 

department. sufficient funds are avaiiabie to liquidate same. 


_ , . __ y _X 




Mayor 


Purchasing Xgent 


Controller 




) 



CITY OF HOUSTON 

HPD Purchasing Unit 1000 


/endor Address Number 142493 

GEOFEEDIA INC 
820 DAVIS STREET 
EVANSTON IL 60201 
USA _ 

iVIaiJi lnvqiceto . :u 1 . 

COM POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 


PURCHASE ORDER 


Purchase Order Number/Date 4500213460-0 / 03/16/2015 
CoH Vendor Number 142493 

Page 1 of 2 

Buyer's Name Mary Olvera 101 

Buyer's Telephone Number 713-308-1767 
Buyer's Fax Number 713-308-1742 

Buyer's E-mail Address mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER'S E-MAIL ADDRESS 


Terms of payment: 
Shipping Terms 


Shipping Address Houston police department 

COMPUTER services 
PATRICIA CHEESMAN 
33 ARTESIAN 
HOUSTON TX 77002 

Terms of payment : Pay net 30 w/o deduction 

Shipping Terms FOB(Free on board) /DESTINATION 

Your person responsible: Michael mulroy 
PR 10201185 

FUND 1000 CC 1000010051 G/L 511150 

CONTACT PERSON ALVINA MCCARTY 713-247-8507 PAT CHEESMAN 713-247-8545 
REQUISITIONER IKUKO 713-247-8351 


Currency USD 


Quantity 

1.00 


Material # / Description _ Unit Cost 

10049684 15,000.00 / EA 

LICENSE, SOFTWARE. GEO-SEARCH, LOCATION 

Int. Article No. 20811495223 

Make GOFEEDIA Model SERCH AND MONITORE LICENSE 


Extended Cost 

15,000.00 


Geofeedia Geo search License , Monitored for One year 


Gross Price 


Vendor 142493 geofeedia Inc. Ticket 475774 
This is for Vice division 

COMPUTER SOFTWARE FOR MICROCOMPUTERS(PREPROGRAMMED) 

APPLICATION SOFTWARE,MICROCOMPUTER 
LICENSE,APPLICATION SOFTWARE(MICROCOMPUTER) 

GEO-SEARCH, LOCATION-BASED STREAMING. SEARCH, MONITORING, AND ANALYTICS, 
SEARCH, MONITOR AND ANALYZE ALL SOCIAL MEDIA ACTIVITY 
15,000.00 USD_ 1 EA _ 1.000 15,000.00 












CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500213460-0 / 03/16/2015 Page 2 of 2 


Item Ouantitv 

UM 

Material # / Description 

Unit Cost 

Extended Cost 

Total **** 


Delivery Date: 04/10/2015 

USD~ 

15,000.00 


The Terms and Conditions specified on http://purchasing.houstontx.gov will apply. t .t, ^ 

I hereby certify a certificate of the necessity of this expenditure is on fiie in this that 

department, sufficient funds are avaiiabie to iiquidate same. 


(}a 

Purchasing Agent 






Mayor 


Controller 




CITY OF HOUSTON 

HPD Purchasing Unit 1000 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 


PURCHASE ORDER 


yindofAdAress.,^T/-/^^ 
[vendor Address Number 143626 
TLO LLC 

4530 CONFERENCE WAY SOUTH 

BOCA RATON FL 33431 

USA 




iii 


COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 




Purchase Order Number/Date 
CoH Vendor Number 
Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 




___ 

4500202787-6 / 07/21/2014 
143626 
1 of 2 

Mary Olvera 101 

713-308-1767 

713-308-1742 

mary.olvera@houstonpolice.org 


CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 
TO BUYER’S E-MAIL ADDRESS 


Shipping Address 


HOUSTON POLICE DEPARTMENT 
TECHNOLOGY SERVICES COMMAND 
33 ARTESIAN 
HOUSTON TX 77002 
USA 

Pay net 30 w/o deduction 
FOB(Free on board) /DESTINATION 
TLO BILLING 


Terms of payment: 
Shipping Terms 
Your person responsibie 

PR 10191416 
FUND 1000 
CC 1000010057 
G/L 522430 


CONTACT PERSON ALVINA MCCARTY 713-247-8507, PAT CHEESMAN 713-247-8545 
RFQUISITIONER ANITA K 713-247-5551_____ 


Currency USD 


Item Quantity 


UM 


Material # / Description 


Unit Cost 


Extended Cost 


10 


1.00 


AU 


25,200.00 / AU 

92047 SUPPORT SVCS, COMPUT 

ONLiNE INVESTIGATIVE SERVICES 

LN-10 ONLINE INVESTIGATIVE SERVICES 8/1/201 — 8/01/2015 


25,200.00 


■kirk******* I 


' SEE ATTACHED QUOTE FOR MORE DETAIL 
INCIDENT# 459282 


*********** 


Gross Price 


’25,200.00 USD 1 AU 

The item covers the following services: 

10 ONLINE INVESTIGATIVE 12.000 MON 2,100.00 25,200.00 


1.000 


25,200.00 










CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 

PURCHASE ORDER 

PO number/date 4500202787-0 / 07/21/2014 Page 2 of 2 


Delivery Date: 08/21/2014 


USD 


25,200.00 


Thp Terms and Conditions specified on http://purchasing.houstontx.gov will apply. 

1 hereby certify a certificate of the necessity of this expenditure is on fiie in this harbeL^'dl!?authoViK^^^^ ap^p7op°riated and that 

department, sufficient funds are available to liquidate same. 


Purchasing Agent _ 






Mayor 


Controller 







CITY OF HOUSTON 

HPD Purchasing Unit 1000 


|r|ridgp:A^eSs|gl|g:i3ga 
Vendor Address Number 143802 
SNAP TRENDS INC 

8601 RANCH ROAD 2222 BUILDING 2 SUITE 150 
AUSTIN TX 78730 


COH POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


I 


PO NUMBER MUST APPEAR ON ALL PAYMENT AND 
DELIVERY CORRESPONDENCE 

PURCHASE ORDER 


Purchase Order Number/Date 4500194502-0 / 02/06/2014 


CoH Vendor Number 
Page 

Buyer's Name 
Buyer's Telephone Number 
Buyer's Fax Number 
Buyer's E-mail Address 


143802 
1 of 2 

Elizabeth Fenton 113 

713-308-1786 

713-308-1742 

elizabeth.fenton@houstonpolice.or 


Terms of payment: 
Shipping Terms 


Shipping Address HOUSTON POLICE department 

TECHNOLOGY SERVICES COMMAND 
33 ARTESIAN 
HOUSTON TX 77002 
USA 

Terms of payment : Payable immediately Due net 

Shipping Terms FOB(Free on board) /DESTINATION 

Your person responsible: lindsay burris 

HSGP: Grant No.: 50000024-2013 - Internal Order: T50000024-13 

HRISC FC Tech SUBSCRIPTION 

PAY TERM "0001 PAY IMMEDIATELY" 

G/L: 520107 
CC: 5000010001 
Fund:5030 

PR: 10183033 

SUBSCRIPTION NUMBER: 201312181294____ 


Quantity 

1.00 


Currency USD 


Material # / Description _ Unit Cost 

19,800.00/AU 

92047 SUPPORT SVCS, COMPUT 

SNAP TRENDS SUBSCRIPTION 
LN-10 SNAP TRENDS LICENSE : 1 YEAR SUBSCRIPTION 
UP TO 6 USERS 
SOFTWARE-AS-A-SERVICE 


Extended Cost 

19,800.00 


' SEE ATTACHED SUBSCRIPTION NUMBER: 201312181294 * 


VENDOR:SNAPTRENDS 
VENDOR# 143802 









CITY OF HOUSTON po number must appear on all payment and 

HPD Purchasing Unit 1000 DELIVERY CORRESPONDENCE 


PURCHASE ORDER 

PO number/date 4500194502-0 / 02/06/2014 Page 2 of 2 








endor Address Number 142493 

GEOFEEDIA INC 
820 DAVIS STREET 
EVANSTON IL 60201 
USA 


Mailrln^lfce i'J 

COM POLICE DEPARTMENT 
BUDG-FIN-ACCTS PAY 
1200 TRAVIS, 17TH FLOOR 
HOUSTON TX 77002 


thfonniSion'ii»i;li^S4^ 


Purchase Order Number/Date 

4500266378-0 / 09/30/2014 

CoH Vendor Number 

142493 

Page 

1 of 1 

Buyer's Name 

Elizabeth Fenton 113 

Buyer’s Telephone Number 

713-308-1786 

Buyer's Fax Number 

713-308-1742 

Buyer's E-mail Address 

elizabeth.fenton@houstonpolice.or 

g 

CONFIRM RECEIPT AND ACCEPTANCE OF PURCHASE ORDER 


Shipping Address 

HOUSTON POLICE DEPARTMENT 

TECHNOLOGY SERVICES COMMAND 

33 ARTESIAN 

HOUSTON TX 77002 

USA 


Terms of payment: 

Pay net 30 w/o deduction 

Currency USD 

Shipping Terms 

FOB(Free on board) /DESTINATION 


Your person responsible: 

MICHAEL MULROY 


CONTACT PERSON: PAT CHEESMAN 713-247-8545 / ALVINA MCCARTY 713-247-8507 


REQUISITIONER: ANITA KHAMBHATI 713-247-5551 


Quanti, 
1.00 


Material # / Description Unit Cost 


12,000.00/AU 

92047 SUPPORT SVCS, COMPUT 

1 YEAR TERM-ENTERPRISE LICENSE 
LN-10 1 YEAR TERM ENTERPRISE WEB BASE LICENSE 
INCLIDES: UNLIMITED USER LICENSES 

UNLIMITED RECORDED LOCATIONS UP TO 150,000 
POSTS PER MONTH, UNLIMITED ALERTS 


Extended Cost 


12 , 000.00 


INCIDENT# 464493 


Gross Price 


101 -YEAR TERM ENTERPRI 


12,000.00 USD 1 AU 

The item covers the following services; 

1.000 AU 12,000.00 12,000.00 


1.000 12 , 000.00 


Delivery Date: 10/30/2014 


USD 12,000.00 


The Terms and Conditions specified on http://purchasing.houstontx.gov will apply. 

I hereby certify a certificate of the necessity of this expenditure is on file in this I hereby certify that the expenditure for the above goods 

department. f’ss <^^17 authorized and appropriated and that 

sufficient funds are avaiiable to liquidate same. 








Mayor 


Purchasing Agent 


Controller 
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ii DATE: 09/24/03 COP#2003-09978 ENTERED BY. wnedina 


SUBJECT LINE 1. 

?: 

is 

ix 


CATEGORY; OTH 

INTELLICAST TARGET NOTIFICATION 
OVERVIEW, CAPABILITIES AND BENEFITS 
INTRADO INC. - LONGMONT. COLORADO 
EMERGENCY 5: TELEPHONE 6i BOOKLET 


X-RBFERENCE COP #(S>s 02-5377 

NOTES: 9-24-03 ORIG BOOKLET "INTELLICAST TARGET NOTITFICATION" TO 
ADMIN. COOED. ML 


SENT TO 


DATE DUE D.ATK RETURNED 


Ir 
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SUBJECT LINE i: VENDOR - MEETpia 'f'! 
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FILE SUMMARY 

1996 


Date: 01/22/1996 COP#: 96-568 


Entered By: GR 


CAT: OTH 


VENDOR/SOLICITATION FEDERAL SIGNAL CORPORATION - EVALUATION PROGRAM RICHER, 
JULIO, DISTRICT MANAGER - ILLINOIS __ 


X-Reference COP#(s): 
Related COP#(s): 





FILE SUMMARY 

1995 


Date: 07/18/1995 COP#: 95-3610 Entere d By: kg _ CAT; QTH 

PROTOTYPE PROJECT PHASE III VECTOR LIGHTBAR EVALUATION - V SHAPE WARNING 
SYSTEM FEDERAL SIGNAL CORPORATION _ 


X-Reference COP#(s): 95-2123 
Related COP#(s): 














riLC CtOUD 


DATtt 07/18/9S 


oiur'g orricx rrArr 


oT/aj/M 


riUE 














O: Sam Nuchia 
Chief of Police 


VIA. H.W. Wi^poie, Sccfamt 
Crime Analyitt/Pltfaii^ 
snd Recearch DiviskMi 

T.W. Jemiiidie, l-igarwani 


and ReicaRdi CHHiioa 


M.I. MoneiliAOt 

Crteie 

end lUninndi Df idbo 


D.N, iUdttidi. Antoni Chief 
North Coimi^ 












FILE SUMMARY 

1988 


Date: 11/01/1988 COP#: 2915 Entered By: CAT: 

Williams, Jerry Federal Signal Corporation 


X-Reference COP#(s): 
Related COP#(s): 











FILE SUMMARY 

1988 


Date; 11/01/1988 COP#: 2917 Entered By: CAT: 

Rice, Fred Federal Signal Corporation' 


X-Reference COP#(s): 
Related COP#(s): 










FILE SUMMARY 

1988 


Date: 11/01/1988 COP#; 2919 Entered By: CAT; 

Benner, Mike Federal Signal Corporation 


X-Reference COP#(s): 
Related COP#(s): 










Houston Police Department 

o _ 


ISSUE DATE: NO. 

June 19. 2015 _ 200-A^ 

REFERENCE: Supersedes all prior conflicting 
Circulars and Directives, and General Order 
200-41, dated September 9, 2010 


SUBJECT: USE OF SOCIAL MEDIA AND THE INTERNET 


POLICY 

Information or material posted to the Inter¬ 
net or in the social media (e.g., Twitter. 
YouTube, Facebook, Instagram, Web sites, 
blogs, forums, and message boards) may 
be considered part of the public domain 
even if access is restricted, or it may be 
geotagged, and as such, privacy of the in¬ 
formation should not be assumed. Photo¬ 
graphs and other material posted to Web 
sites, social media, or other applications 
may become the property of that Web site 
or provider. 

While employees are allowed to maintain a 
Web page and make comments or postings 
in the social media, this General Order out¬ 
lines the department's right to regulate the 
speech and actions of its employees in cer¬ 
tain circumstances. 

This General Order applies to all employ¬ 
ees. 

1 DEPARTMENT USE OF SOCIAL MEDIA 
AND THE INTERNET 

Only the Chief of Police may approve an of¬ 
ficial department Web site or other official 
department presence on the Internet or in 
the social media. 

The Office of Public Affairs shall exercise 
oversight of and monitor content on each 
official department Web site and social me¬ 
dia site to ensure the content information 
and postings are correct and appropriate, 
and to ensure adherence to federal, state, 
and local laws, department policies, and 
City of Houston Executive Order 1-18. This 
includes, but is not limited to, adherence to 


copyright and privacy laws, records reten¬ 
tion requirements, the Texas Public Infor¬ 
mation Act, and information security policies 
established by the department. 

Division commanders who want to establish 
an official department presence on the In¬ 
ternet or in the social media shall contact 
the Office of Public Affairs regarding a so¬ 
cial media site proposal. 


2 EMPLOYEE USE OF SOCIAL MEDIA AND 
THE INTERNET 

Employees who post or allow to be posted 
information or material to the Internet or in 
the social media or in any publicly accessi¬ 
ble communication application or medium 
are subject to the General Orders at all 
times. Actions taken while on or off duty 
and that violate any General Order shall be 
subject to appropriate review and possible 
disciplinary action. 

Employees are not barred from presenting 
themselves on the Internet or in the social 
media as Houston Police Department em¬ 
ployees. However, when posting infor¬ 
mation or material to the Internet or in the 
social media or in any publicly accessible 
communication application or medium, em¬ 
ployees shall carefully consider whether or 
not to identify themselves as employees of 
the Houston Police Department or members 
of law enforcement. Any information posted 
may remain accessible to the public for an 
indefinite length of time even if access re¬ 
stricted, and this may impact open records 
requests, courtroom credibility, potential cit¬ 
izen contacts, or the ability to seek and ob¬ 
tain an undercover assignment within the 
department. 




#200-41 ISSUE DATE: June 19, 2015 


PAGE: #2 


3 RESTRICTIONS 

Except as required by official duties, em¬ 
ployees shall not knowingly post or allow to 
be posted to the Internet or in the social 
media or in any publicly accessible commu¬ 
nication application or medium; 

a. Photographs or anything depicting or 
regarding themselves or other employ¬ 
ees in compromising or inappropriate 
locations or circumstances. 

b. Anything that would identify an employ¬ 
ee or another person in law enforcement 
as a coworker, police officer, police em¬ 
ployee, or member of law enforcement, 
without permission from that person. 

c. Anything identifying, depicting, or re¬ 
garding employees or other persons in 
law enforcement, on or off duty, who 
work in an undercover capacity. 

Undercover officers shall not post or al¬ 
low to be posted images of themselves 
on any Internet or social media site, 
whether the image is of the undercover 
officer in an on-duty or off-duty capacity. 
Additionally, undercover officers shall 
not identify themselves as police officers 
or as Houston Police Department em¬ 
ployees on any Internet or social media 
site. Undercover officers who engage in 
any of these activities may be consid¬ 
ered for reassignment within the division 
or elsewhere in the department. 

d. Anything depicting or regarding an em¬ 
ployee, without permission from that 
person. 

e. Anything depicting or regarding City of 
Houston property or policy, the public 
release of which would compromise na¬ 
tional, local, or employee security or the 
department mission. 

f. Anything that would produce a reasona¬ 
ble expectation of harm to the reputation 


of the Police Department, the City of 
Houston, or any City employee. 

g. False, derogatory, offensive, or inappro¬ 
priate comments, material, or depictions 
regarding any coworker or other City 
employee. 

h. Anything false, derogatory, offensive, or 
inappropriate regarding their official du¬ 
ties or any department or City policy. 

i. Anything depicting or regarding an ongo¬ 
ing law enforcement or City of Houston 
investigation, including investigations that 
have not resulted in a final adjudication. 

j. Anything that relates to official depart¬ 
ment activities including, but not limited 
to, crime scenes, potential evidence, 
witnesses, incident reports, or personnel 
performing official duties. 

k. Confidential or privileged information or 
material made available to them by their 
capacity as police officers or their posi¬ 
tion within the Police Department. 

l. Anything appearing to be officially sanc¬ 
tioned by the Police Department or the 
City of Houston, 

m. Anything appearing to use a City of 
Houston employee’s official position for 
personal profit or business interests, to 
endorse a political candidate, platform, 
or commercial product, or to participate 
in political activity. 

n. Anything that would attribute personal 
statements or opinions to the Police De¬ 
partment or the City of Houston. 


4 RELATED GENERAL ORDERS AND 
REFERENCE MATERIAL 

100-07, Standard Operating Procedures 
200-03, Investigation of Employee Mis¬ 
conduct 







Texas Commission on Law Enforcement 
Houston Police Academy 
Instructor Lesson Plan 

Subject: Internet Profiling and Intelligence Gathering 

Unit: HPD Vice Division Hosting the Course 

TCOLE# HPD# N/A 

Instructors: Michele Stuart Phone: xxx-xxx-xxxxx 

Time Allotted: 16 hours 

Instructor Aids: “Information Presented is copyrighted. Please see attached copy right 
agreement.” 

Student Materials: Paper, Pen 

Goal: The goal of this course is to demonstrate new investigation techniques that are vital to 
any Investigator's arsenal of tools and instruct a unique method of online investigations with 
unconventional free resources. 

Date Prepared: 8-2016 Date Revised: 

Prepared By: Michele Stuart Revised By: 
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Course Schedule 


DAYl 

Morning Session 

30 Minutes: Registration & Welcome remarks 

1.5 Hours: Security Concerns 

Demonstrate Security and Privacy concerns (both online and cellular) and learn how to 
protect personal and family information 

2 Hours: Security concerns 

Provide examples of cellular application security compromises. Provide examples of 
applications that can be used in an investigation to immediately identify witnesses, threat 
statements and identify key suspects or witnesses. Show online dangers of being identified 
and tracked. 

Afternoon Session 

1 Hour: Public Records 

Demonstrate the ability to learn personal information from public record sources. 

Determine family and business association. Identify personal identifiers useful in an 
investigation. 

1.5 Hours: Public Records 

Provide examples on correct search techniques. Provide examples on how to utilize 
information located to new search techniques online with open sources. 

1.5 Hours: Search Engines and Correct Effective Searching Techniques 

Demonstrate the correct techniques for the best search pattern results from search engines. 
Boolean searches. Provide real time examples of search criteria manipulation. The law 
enforcement and the investigative communities now face the problem (and the benefit) of 
publically available facial recognition software that can assist in identifying a subject and/or 
identifying a fake account used for investigative purposes. Online in real time ms^ction 
will focus on how to utilize these sources. Learn to utilize Google’s and Facebook’s facial 
recognition software. Provide real time example of identification of photo. 
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DAY 2 


Morning Session 

30 Minutes: Registration/Sign-in & Welcome remarks 

1 Hour: Search Engines and Correct Effective Searching Techniques 

Recap of previous day. Demonstrate how to identify and locate cached or removed 
information. Show how we can pull information from cached sites that allow us to view 
domains that have been removed back to 1991. 

1 Hour: Internet Open Sources 

Review and identify numerous surface and deep web online open sources to identify 
residential locations or associated telephone numbers. Demonstrate which open sources 
can pull different types of information - associates, family members, gang members / 
criminal networks. Show the difference between surface web to deep web. 

1.5 Hours: Internet Open Sources 

Demonstrate how to determine ownership and domain WHOIS information. Provide 
International research techniques. Pull cached information from removed sites. 

1.5 Hours: Using Social Networking Sites . . . .,, 

With estimated billions of social networking profiles and mobile social applications, it will 
be demonstrated on how to correctly search for information to access these platforms to 
identify gangs / human trafficking / fugitive locates / drug sales / suspects and witnesses. 
Cover the security issues as well as how to utilize Linkedin. 

1.5 Hours: Using Social Networking Sites 

Learn how to identify a Facebook ID then learn search capabilities on Facebook and other 
sources to pull the most useful information on the subject and friends / family. Show the 
significance of hashtags and the ability to search and follow hashtag conversations over 
numerous platforms. Demonstrate the capabilities to geo locate Instagram pictures via the 
actual posting of the pictures. 

1 Hours: Using Social Networking Sites & Recap 

Determine usernames and additional associations. Demonstrate the capabilities to geo 
locate Twitter postings. Locate personal online photo albums. Recap of all tools and 
lessons. 
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Instructor Lesson Plan 


Subject: Internet Profiling and Intelligence Gathering 


Lesson Objectives: 

Outline cellular platform security issues in addition to online personal security risks. Provide 
step-by-step in-depth researching techniques utilizing online and open-source databases located 
on the web. Instruct techniques in locating ‘hidden’ information on a subject s web presence 
from public records, criminal records and social-networking profiles. Learn how to use open 
sources available for geo locating tweets and instagram photos right after they have been posted 
as well as reading the metadata embedded in pictures. The class will further demonstrate how to 
utilize the internet as an effective investigative research tool (by manipulating search criteria) in 
locating and creating an entire profile on an individual, gang / drug / human trafficking 
intelligence, security/counter intelligence or corporate intelligence. 


1. Preparation: 

Preparation for the class includes reviewing course material and ensuring that all techniques are 
valid, functioning, and usable in real-world scenarios. 

2. Presentation 

The instructor will present all material in a lecture format. Each topic will be presented in a live 
environment using current data on the internet. All demonstrations will be conducted within a 
web browser through a live internet connection. These live examples will identify how the content 
can be used in an actual investigation. Actual case studies of criminal investigations will also be 

presented. 

Key Tonic Points ___ Elaboration on Key Point s 

I Security Concerns 

II Public Records 

III Search Engines and Correct Effective Searching Techniques 

IV Internet Open Sources 

V Using Social Networking Sites 

“Information Presented is copyrighted. Please see attached copy right agreement. 


III. Application 

Participants will be able to use free resources to search the internet for personal information about 
any target. Participants will be able to apply all search techniques discussed during the training 
toward investigations. 
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rV. Evaluation 


The instructor will analyze class participation throughout the training while conducting live 
examples of the lessons discussed. Engagement by the audience will be an indicator of the 
progressing generative knowledge. Thus illustrating practical application of the lessons and an 
understanding of the concepts taught. 

V. References 

“All references are based on copyrighted material. Please see attached copy right agreement.” 
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Texas Commission On Law Enforcement 
Officer Standard And Education 

Houston Police Academy 

Instructor Lesson Plan 

Subject: Investigations-Using Social Media 
Unit: Criminal Investigations & Technology 
TCLEOSE#: 3200 

Instructors: SPO John N. Johnson, CISSP, CEH 
SPO Gordon M Garret 

Time Allotted: Eight (8) hours 

Instructor Aids: PowerPoint presentation, digital projection system 



Student Materials: None 


Prerequisite Experience of the Learners: Assigned to investigative division or unit 

Goal: The objective of this course is to prepare investigators to use social networking and social 
media sites for investigative purposes while protecting privacy and staying within law 
enforcement professional guidelines. 

A secondary objective is to understand the operating rules of the various social media sites, none 
of which are uniformly defined by service providers or understood by the people who use the 
service. 


Date Prepared: November 8, 2011 


Date Revised: 


Prepared By: SPO John N. Johnson, CISSP, CEH, SEC+ Revised By: 
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Course Schedule 


1*“ Hour 

0800-0815 - Introduction and discussion of course goals 
0815-0850 - Introduction to Social Networking Sites 
0850-0900 - Break 

2““ Hour 

0900-0950 - Overview of Key Social Networking Sites 
0950-1000 - Break 

S"** Hour 

1000-1050 - Case Studies and Review of Successful Investigations 
1050-1230 - Lunch 

4^** Hour 

1230-1320 - Capturing Evidence and Working with Site Administrators 
1320-1330 - Break 

5* Hour 

1330-1420 - Utilities and Resources 
1420-1430 - Break 

6ht Hour 

1430-1520 - Additional Legal and Practical Issues 
1520-1530 - Break 

?"■ Hour 

1530-1600 - Review and Q/A 
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Instructor Lesson Plan 

(1*‘ Hour) 

Subject: 1®* Hour - Introduction to Social Networking Sites 
Unit: Criminal Investigations & Technology 
Time Allotted: 35 Minutes (0815-0850) 

Learning Objectives: Understanding what social networking is and the various Internet sites 
and services that exist, and how they are used. 

Lesson Objectives: 

1. Acquaiut the Learners with the vast number and types of social networking and social 
media sites. 

2. Discuss how social networking sites operate, the services provided by each site, and the 
potential utility of information contained within each site for the legitimate investigation 
of c rimin al offenses. 

Preparation: Learners do not need to have any prerequisite knowledge of the subject material, 
but should be assigned to an investigative position within the Houston Police Department that 
would reasonably cause them to come into contact with social media sites in the performance of 
their investigative duties. 

Presentation: Presentation wOl be lecture-based supported by PowerPoint 

presentation media. 


Key Topic Points _ Elaboration on Key Points 


What is Social Networking 

Social networking sites provide people with a 
virtual environment where they share stories, 
pictures, videos, and participate in chat rooms 
with friends and acquaintances. 

Examples of Social Networking sites 

Facebook - general 

Myspace.com - general 

Twitter - micro-blogging 

Linkedin - professional 

Classmates.com - school, coUege, work, and 
the nulitary 

YouTube - videos 

CraigsUst - classifieds & personal ads 

Zynga - online games 

The Rise of Online Social Networks 

Review of Social Networking and Social 

Media sites, popularity based upon 
subscribership, demographics, regional 
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influence, subscriber interests, and site 
capabibties 

Social networking sites have a wealth of 
information but also can be full of pitfalls and 
danger. Law enforcement officers should have 
a basic imderstanding of social networking 
sites and the utility and dangers they present. 

Any attempt to definitively understand 
technology opens a huge can of worms. The 
problem is the advancement of technology 
basically doubles every 10 years. It is hard to 
keep up, because once training is developed 
and conducted, new technology and new uses 
of the technology occur. 

The Internet itself is stiU a rather new tool to 
society. It was only two decades ago when it 
was first available for public consumption. 

According to the Pew Internet & American 

Life Project (2010); 

75% of U.S. Internet users between the ages of 
18-24 and 57% of users between the ages of 
25-34 have a profile on a social networking 
site. 

Of those, 51% have more than one profile. 

36% allow everyone to view their profile. 

96% have “friends” they have never met face- 
to-face. 

The 2010 global average time spent per person 
on social networking sites was - 5.5 hours per 
month. 

The Basics - How Social Networking Works 

Unlike traditional Web sites, where users are 
limited to passive viewing, social networking 
sites permit users to create personal profiles; 
post photographs, videos, and audio chps; 
write blog entries and status updates; send and 
receive private messages; and link to pages of 
others (“friends”) 

It is not uncommon for a person on Facebook, 
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MySpace or other social networking sites to 
have 300 plus friends located all around the 
globe. 

From a law enforcement perspective, there are 
three basic criminal uses for social networking 
sites: 

1) Recruitment - i.e. Gangs and/or 
narcotics - what age group are they 
targeting; go where they are. 

2) Intimidation - i.e. Gangs and/or 
criminal enterprises - send broad 
messages to your affiliates, rivals, and 
possible informants 

3) Operations - Private profiles provide a 
powerful collaboration platform with 
very weak attribution 

Utility In Criminal Cases 

Evidence from social networking sites can: 

1) Reveal personal communications 

2) Establish motives and personal 
relationships 

3) Provide location information 

4) Prove and disprove alibis 

5) Establish crime or criminal enterprises 

6) Lead to discovery of instrumentalities 
or fruits of crime 

Things To Look For 

1) Name, date-of-birth (age), sex, race, 
current geographical location, 
hometown, high school/college 
attended, preferred E-mail address, ceU 
phone number, sexual preference, 
relationship interests, clubs and 
affiliations, favorites movies and TV 
shows, favorites books, favorite quotes, 
employment type and tide, work 
history, etc 

2) picture, audio, and video files 

3) Meta data 
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4) Information concerning URLs and 
“favorite” sites 

5) Internet protocol addresses and other 
location identifiers 

6) Internet Service Provider address and 
Internet subscriber information 

7) Social networking profiles of friends 
and associates 

8) Business and personal activities 

9) Frequency of postings or site usage 

10) Social, business, and other group 
affiliations 

11) Evidence of uploaded content and 
postings 

12) Payment method in those very few 
instances where services are not free 
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Instructor Lesson Plan 

(2"** Hour) 

Subject: 2“'^ Hour - Overview of Key Social Networking Sites 
Unit: Criminal Investigations & Technology 


Time Allotted: 50 Minutes (0900-0950) 

Learning Objective: Understanding the most popular social networking sites and the features 
they provide. 

1. Lesson Objectives: Acquaint the Learners with the most popular social networking and 

social media sites. . , i. + 

2. Discuss the functionality and services of the most popular sites, how they operate, me 

profiles (characteristics) of typical users of each site, and the potential utihty of 
information contained within each site for the legitimate investigation of cnmmal 

offenses. 

Preparation: Learners do not need to have any prerequisite knowledge of the subject material, 
but should be assigned to an investigative position within die Houston Police Department mat 
would reasonably cause them to come into contact with social media sites in the performance of 

their investigative duties. 

Presentation: Presentation wiU be lecture-based supported by PowerPoint 

presentation media. 


Key Topic Points 


Elaboration on Key Points. 


Facebook 


1) Founded in 2004, initially catering to students 

2) 35 years and older is the largest growing 
demographic group 

3) Now over 800 million active users worldwide 

4) More than 50% of active users log-on in any 
given day 

5) Average user has 130 friends 

6) Average user is connected to 80 commumty 
pages, groups and events 

7) More than 7 million apps and websites are 
integrated with Facebook 

8) More than 350 million active users currently 
access Facebook through their mobile devices 

9) Source: 

http: //www. facebook. com/pres s/mfo .php? stati 
sties (11-9-2011) 

10) Over 480,000 new members join every day 

11) Over 30 bUlion photographs stored system- 

wide; Facebook adds an estimated 1 bdlion 
additional photographs each month_ 
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12) Subscribers are encouraged to use their real 
names but not guaranteed 

13) Privacy model is highly granular; presents 
different information to different groups or 
individuals; Recent changes in privacy settings 
as a result of criticism but new features are 
typically not very private 

14) Messaging includes mail, real-time chat, and 
each user’s “wall” 

15) Frequently used in private background checks 
and pre-employment screening 

16) Site functionahty has been used to deUver 
viruses and malware, and to provide 

Command & Control for network Bots 

MySpace 

1) Founded in 2003; now owned by Fox 

Interactive Media 

2) Was most popular social networking site in 

2006 

3) Hit 100 million accounts on August 9, 2006 

4) Was passed-up in popularity by Facebook in 
2008 

5) Currently has 64.2 mMon active users 

6) The use of true names is less encouraged that 
Facebook 

7) Messaging through Instant Message, Chat, and 
Friend Updates 

8) Apphcation platform added in 2008 in 
response to Facebook’s platform 

9) Younger user base; history of child safety 
concerns 

10) Privacy is less granular and less effective than 
Facebook’s settings 

Twitter 

1) Began in mid-2000 as a “status message” 
service but has become the leader in micro¬ 
blogging” - subscribers use mobile devices to 
maintain presence 

2) Over 200 million registered users but only 
-75 million are active. 

3) Average usage is approximately 600 tweets 
per second. 

4) Highly cross-platform capable and easy to use 
but storage space is limited 

5) Popularly used for Breaking news and real¬ 
time updates of events 

6) Multi-media is handled by 3'^'* party links to 
other providers 

7) Popular with hacking groups, including 
Anonymous 

8) .Simple privacy model: updates are either 
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Public or Private 

9) Direct messages are private; Sender can delete 
messages even after they are sent 

10) Stores shortened versions of URLs which are 
used to direct other users to resources - also is 
used to spread malicious links and program 
code 

11) Most Twitter profile information is public, so 
anyone can see it 

12) A Twitter profile contains a profile picture, 
background image, and status updates called 
Tweets 

13) Users have the option to fill out location 
inf ormation, a URL, and a short “Bio” section 
about themselves for display on their pubUc 
profile 

14) Twitter does not provide multimedia (photos 
or videos) hosting other than for a user’s 
profile picture and account background image, 
and therefore is not able to provide images or 
videos that a user may share through their 

account via any 3^*^ party _ 

WordPress started in 2003 as a service where 
everyone could be empowered with a voice. It 
has grown to be the 

largest self-hosted blogging tool in the world, 
used on milli ons of sites and seen by tens of 
milli ons of people every day. 

WordPress started as just a blogging system, 
but has evolved to be used as fuU content 
management system and so much more 
through the thousands of plugins, widgets, and 
themes 

WordPress is a free blogging tool and 
publishing platform. WordPress is used by 
over 14.7% of Alexa Internet's "top 1 million" 
websites and as of August 2011 powers 22% 
of all new websites on the Internet. 


Linkedin 

1) Business-focused with enforced limits to 


interaction between users 


2) Currently at 90 million user accounts spread 


over 200 countries 


3) Currently has 21.4 unique active users each 


month 


4) 25 years to 35 years is the largest 
demographic group 

5) Targets professionals allowing members to 


create a profile describing professional 
backgrounds and facilitates communication 


WordPress 


1 ) 

2 ) 

3) 


4) 
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_------- 

with others 


6) Profiles segregated based on education and/or 


work experience 

7) Use for criminal communications appears to 


be limited 


8) Can be used to identify people with certain 


knowledge areas/expertise 

9) No reliability checks performed on profile 


information 


10) 
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Instructor Lesson Plan 

(3'^‘* Hour) 

Subject: 3^“^ Hour - Case Studies and Review of Successful Investigations 
Unit: Criminal Investigations & Technology 
Time Allotted: 50 Minutes (1000-1050) 

Learning Objectives: Understanding case studies and investigations involving social 
networking evidence. 

Lesson Objectives: 

1. Acquaint the Learners with various outside (non-HPD) and inside (HPD) investigations 
that made use of social networking. 

2. Acquaint the Learners with the implications of social networking to prosecution of 
offenders 

3. Acquaint the Learners with the implications of social networking for defense of offenders 


Preparation: Learners do not need to have any prerequisite knowledge of the subject material, 
but should be assigned to an investigative position within the Houston Police Department that 
would reasonably cause them to come into contact with social media sites in the performance of 
their investigative duties. 

Presentation: Presentation will be lecture-based supported by PowerPoint 

presentation media. 


Kev Tonic Points 

Elaboration on Kev Points 



Outside Investigations 

1) Swave Carter, 19, of Cleveland, OH 
was arrested for robbery, kidnap, and 
assault after investigators noticed him 
wearing a coat in his Facebook profile 
which was stolen from a 17-year-old 
robbery victim. 

2) Rudy Guede, wanted in the murder of 
British student Meredith Kercher was 
arrested in Germany after being on the 
run for almost a year. 

The trail leading to Guede was cold 
until he logged into Facebook, enabling 
police to trace his computer. 

Guede is serving a 16-year sentence 
while co-defendants Amanda Knox and 
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Raffaele SoUecito were acquitted on 
appeal. 


3) Louisville, KY police arrested Shaun 
South and are looking for his friend, 
Kyle Bieber, after it was learned they 
had committed a series of burglaries 
and were bragging about it on South’s 
Facebook profile. 

Investigators sent South a friend 
request posing as an attractive young 
female. 

The pair were planning additional 
crimes using Facebook messages and 
chats. 

4) A retired HPD Officer working in 
Austin County as a financial crimes 
investigator had a case involving a 
woman who met a man on an Internet 
dating site. The man moved in with 
her, used her credit cards, and moved 
out before she got the bid. 

To locate the suspect, the investigator 
posted a fictitious Facebook account as 
a female and sent the suspect a friend 
request. After flirting with the suspect 
for a while, a date was arranged. The 
suspect was arrested when he arrived 
for the date. The investigator said, “He 
never figured out what happened. He 
was just “bummed that he never got to 
meet the pretty lady he had a date 
with”. 

5) When 23-year-old Eric Walsh of 
W ilmin gton, DE overdosed on heroin 
the day after Christmas in 2009, 
Detective Pat Nally turned on Walsh’s 
computer and looked at his Facebook 
and MySpace pages for clues. 

The profile led to the discovery of 
conversations between Walsh and his 
associates to buy and sell drugs. 

According to Nally, “People arrange to 


buy and sell drugs on Facebook; there’s 
talk of what they may do and where 
they may go. We’d be foolish not to 
use it as an investigative tool.” 

6) It wasn't a pretty picture for Crown 
Heights heroin dealer TyreU 
"Handsome Rell" Blue, whose 
MySpace page featured a photo of 
himself with a wad of cash and a claim 
that he earned $250,000 a year selling 
drugs at several night clubs. 

That information was used against him 
he was charged with five others with 
multiple counts of trafficking and 
selling narcotics. 

7) James Roberts, 27, bragged on his 
MySpace page a day after he mugged a 
man at a bus stop. 

Roberts sealed his fate with pictures of 
himself and his ill-gotten gain, which 
included an expensive watch and ring 
he swiped from the victim. 

Detectives showed the photo to the 
victim, who identified him and the 
stolen ring. Roberts and his partner, 
Darryl Cedier, are serving five years 
each for robbery. 

8) Awais Younis, 25, also known as 
Mohhanme Khan and SunduUah 
Ghilzai, of Arlington, VA was charged 
with co mm u ni cating threats after 
posting on Facebook that he intended to 
put pipe bombs on Metro cars in 
Georgetown at rush hour. 


Younis had posted instructions on 
Facebook about making pipe bombs 
and was chatting about what kind of 
shrapnel would cause the most damage. 


HPD Investigations 


9) 

1 ) 


Detailed Case Study: The Murder of 

Kim Proctor _ 

HPD’s Recruiting Division exercised 
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good due diligence by checking a 
prospective police cadet through social 
networking sites. The prospective 
employee was found to have a profde 
where he had posted photos of himself 
with gang paraphernalia and weapons. 

Further investigation revealed that the 
candidate was a former (or possibly 
current) gang member. The candidates’ 
application for employment was 
denied. 

Researching social networking sites 
prevented the department from hiring a 
person who could have, at the least, 
been a gang sympathizer. 

2) An Officer with IFR was working an 
identity theft case. The primary 
suspect, Chanette BeU, was identified 
as a suspect in stealing identities, 
obtaining credit, and placing orders for 
gift cards at various locations. One 
location was able to provide clear video 
footage of the suspect and her 
accomplices, who were unknown. 

The investigator searched Facebook 
and learned the suspect had a Facebook 
profile. Her profile led to the profiles 
of Keyonna Randle and her boyfriend, 
Lakeith BeU. Photographs of aU 
suspects were subsequently identified 
as being the persons in the crime scene 
video. 

AU three were charged with Engaging 
in Organized Criminal Activity. 

3) A Robbery investigator set up a 
fictitious Facebook account sent 
friendship requests to suspects who had 
Facebook profiles. 

This made it possible to access to the 
suspect’s photos, posts, and 
acquaintances, aUowing the 
investigator was to discover leads that 
would have otherwise gone imdetected. 
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Topics on Prosecution 1) TeU your victims and witnesses NOT to 

communicate about the case or the 
suspect at ALL, let alone on Facebook, 
MySpace or any other such forum. 

2) Always be professional - remember 
that you are a police officer 24/7. 

Don’t say anything you would not want 
attributed to you or the department on 
the front page of The New York Times 

Topics on Defense (Case Studies) 1) Defense Attorney Steve Balash of 

Santa Barbara was defending Jessica 
Binkard in a DUI case where in which 
one of Binkard’s passengers was 
killed. 

Balash expected Binkard would be 
placed on probation but, instead, she 
was sentenced to 5 years and 4 months 
behind bars - in large part because her 
MySpace profile had a picture of her 
holding a shot glass and an alcohol 
advertisement that was published after 
the accident. 

Balash argued that the picture was a 
Halloween costume and that his client 
had not been drinking. According the 
Balash, “That’s all the judge talked 
about. He never got past that.” He said 
Binkard had “learned no lesson and 
showed no remorse.” 

2) June 2010 - Matthew Cordova got 5 
years in prison for holding up a 
University of Arizona student with a 
gun. 

Jonathan Mosher, a deputy county 
attorney in Pima County found a 
MySpace picture of Cordova holding 
the weapon and postings about it. 

“At sentencing, the defense team was 
trying to portray him as a guy who had 
found religion and was very peaceful 
and hadn’t been in much trouble, so 
that’s where we were able to use his 
_ MySpace posting and photo, “ Mosher 
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said. 


3) Joshua Lipton was sentenced to 2 years 
in prison for seriously injuring a 
woman while driving drunk. 

A photo showing Lipton dressed in an 
“inmate” Halloween costume labeled 
"jail bird', was taken two weeks after 
the accident and posted on Lipton’s 
MySpace page. 

Prosecutors used it to paint Lipton as an 
unrepentant partier who lived it up 
while his victim recovered in the 
hospital. 

A judge agreed, calling the pictures 
depraved while sentencing Lipton. 

4) In the case of U.S. v. Gregory Alan 
Ebersole, 263 Fed. Appx. 251 (3'^'^. Cir. 
2008), The defendant’s MySpace page 
was admitted at a supervised release 
revocation hearing after prosecutors 
found a posting of the lyrics to a 
Skanska song called '''’Justice Is 
Coming” - which go like this: 

I used to love her, 
but I had to kill her, 

I had to put her. 

Six feet under. 

And I can stiU hear her complain. 

Ebersole’s post concluded: 

“I vowed justice against my false 
accuser and I have never broken my 
word of honor.. .1 honestly don’t know 
how much time is left before she forces 
my hand. 

Ebersole’s attorney argued the 
MySpace posting was nothing more 
than a “vehicle to voice [his] 
fiustration. The District Court didn’t 
buy the argument and foimd that 
Ebersole’s post violated the conditions 
of his supervised release because it was 




reasonable to assume the message 
would reach the victim and any 
reasonable person would interpret it as 
a threat. 
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Instructor Lesson Plan 

(4“^ Hour) 

Subject: 4* Hour - Capturing Evidence and Working with Site Administrators 
Unit: Criminal Investigations & Technology 
Time Allotted: 50 Minutes (1230-1320) 

Learning Objectives: Understanding how proactive versus reactive investigations should be 
handled, various tools that may be helpful in those investigations, and methods to capture on¬ 
screen information for case records. 

Preparation: Learners do not need to have any prerequisite knowledge of the subject material, 
but should be assigned to an investigative position within the Houston Police Department that 
would reasonably cause them to come into contact with social media sites in the performance of 
their investigative duties. 

Lesson Objectives: 

1. Acquaint the Learners with considerations regarding proactive and reactive 
investigations. 

2. Acquaint the Learners with various investigative tools 

3. Acquaint the Learners with methods to capture on-screen information and videos. 

Presentation: Presentation will be lecture-based supported by PowerPoint 

presentation media. 


Key Topic Points _ Elaboration on Key Points 


Reactive Investigations versus 
Proactive Investigations 

1) Working with “profile holders” - citizen informants 
working as an agent for law enforcement 

2) Authorized access to accounts 

3) Unauthorized access to accounts 

4) Fruit of the Poisoned Tree 

5) use 1030 

6) Importance of staying in compliance with each 
site’s Terms of Service (TOS) 

Investigative Tools 

Facebook Visualizer @ www.lococitato.com 

1) Law Enforcement use ONLY 

2) Technically violates Facebook’s Terms of Service 

3) Free version explores up to 200 pages at once, and 
up to 50 Mends per profile search; Allows for 
search through all downloaded pages (wall and 
info tables) and export as a JPG. 

4) Licensed version (approx $40.00 per PC) will 
explore up to 10,000 pages at once, and 10,000 
Mend connections per profile search; Allows for 
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information download for a permanent record; 
Allows for View and Export of wall and info tabs 
for import into Excel, CSV, or other applications; 
Allows for export of error log detailing all errors 
generated while mapping a network. 

1) MySpace Visuahzer @ www.lococitato.com 

Free version explores up to 200 pages at once; 
Allows search through all downloaded pages and 
blogs, and export of the network as a JPG 

Licensed version (approx $32.00 per PC) will 
explore up to 1,000 pages at once; Allows for load 
and save of all downloaded information including a 
permanent record of the page source; Allows for 
export of downloaded images and blogs as a CSV 
for import into Excel or other apphcations; Allows 
for View and Export of page source information; 
Allows for printing or export to PDF 

2) YT (YouTube) Visualizer @ www.lococitato.com 

Free version explores up to 200 pages at once with 
search and view of all downloaded page and page 
source information 

Licensed version (approx $24.00 per PC) will 
explore up to 1,000 pages at once; Allows for load 
and save of all downloaded information including a 
permanent record of the page source; Allows for 
export to CSV for import into Excel or other 
applications; Allows for export of the network as a 
JPG; Allows for printing or export to PDF 

3) pipl- Comprehensive People Search (g) 
www.pipl.com 

People locator service with some free services and 
several “pay-for” deeper search and location 
options. 

Also known as "invisible web", the term "deep 
web" refers to a vast repository of underlying 
content, such as documents in online databases that 
general-purpose web crawlers cannot reach. The 
deep web content is estimated at 500 times that of 
the surface web, yet has remained mostly untapped 
due to the limitations of traditional search engmes. 
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Undercover Investigations 


Since most personal profiles, public records and 
other people-related documents are stored in 
databases and not on static web pages, most of the 
higher-quality information about people is simply 
"invisible" to a regular search engine. 

4) PrintKey (Screen Captures) 

5) Screen Recorder (Video Captures) 


1) Reasons for undercover investigations include a) 
communicating with suspects, b) gaining access to 
non-public information, and c) mapping social 
relationships and personal networks 

2) Covert nature of undercover investigations will 
almost certainly violate the site’s Terms of Service 

3) U.S. V. Drew - if a law enforcement officer 
violates a site’s Terms of Services, is that 
“otherwise illegal activity”? 

4) Detailed Case Study - U.S. v. Lori Drew, 259 
F.R.D. 449 (C.D. Cal. 2009) 


Complainants and Witnesses 


1) The knowledge that complainants and witnesses 
bring to an investigation with regard to social 
networking can be a valuable source of information 
to an investigation, but there are potential pitfalls 
as well. 

2) Most people access social network sites fiom the 
comfort and security of their homes and offices, 
and the anonymity afforded by this causes them to 
let their natural defenses down. 

3) Advise complainants and witnesses to NOT 
discuss cases on social networking sites. 

4) Follow the general rule to think very carefully 
about what you post. 


Use of Social Networking 


1) Use caution in “friending” judges, prosecutors, 
defense attorneys or others with whom you have or 
may have a professional relationship. 

2) Posts have a way of coming back to haunt people. 



1) Convicted sex offenders are prohibited from using 
Facebook and their accounts will be immediately 
disabled and all links broken once Facebook is 
notified; however, notification must be 
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documented in the form of a) a link to a listing in a 
national sex offender registry, a link to an online 
news article, or court document. 


2) If a Facebook user deletes content from their 
account, Facebook will not be able to provide that 
content. Effectively, Facebook and the applicable 
Facebook user have access to the same content. 

3) Facebook’s registered agent for service of process 
is; 

Custodian of Records, Facebook, Inc 
do Corporation Services Company 
2730 gateway Oaks Drive 
Suite 100 

Sacramento, CA 95833 

4) Facebook is unable to process subpoenas that fail 
to identify users by their Facebook User ID (UID) 
or email address associated with the account. UIDs 
can be found in the URL available in a browser 
displaying the account in question. In the URL: 
http://www.facebook.com/profile.php?id=1234567 
890, the number 1234567890 is the UID. 

5) Facebook is unable to produce trial or deposition 
witnesses on user account records; however, 
Facebook’s custodian testimony will accompany 
the return of any records resulting from a 
subpoena. 

6) Facebook reserves the right to notify users prior to 
responding to any CIVIL subpoena, and to delay 
any compliance to allow its users to move to quash 
or otherwise resist a subpoena. 
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4) MySpace is a free service so administrators do not 
have street address or credit card information. 


5) MySpace may disclose private information to law 
enforcement without a subpoena in limited, 
emergency situations in which the safety of a 
MySpace user or member of the pubhc is at risk 
and there is insufficient time for the law 
enforcement agency to obtain a subpoena. 

In these circumstances, MySpace requires the 
delivery of a signed statement on a law 
enforcement letterhead certifying the existence of 
an emergency and supplying all the information 
that would be required in a subpoena. 

6) MySpace does not retain information that is altered 
or removed on an active profile. Once a change is 
made, existing information is overwritten. 

7) IP logs are available for up to 90 days after the 
user’s last login. 

8) User’s Inbox information is retained until the user 
removes them. MySpace cannot recover messages 
unless it is in another user’s Sent Mail. Sent Mail 
is retained for 14 days. 

9) Trash Mail is retained for 30 days or less - users 
can empty their trash at any time, at which time the 
mail is no longer available. 

10) Deleted Accounts - No mail is available for deleted 
accounts. User ID, IP Address, Login date stamps 
are retained for up to 90 days after deletion. 

Profile information is available for up to ten days 
after account deletion. 

11) Preserving an account - MySpace offers that a 
Letter of Preservation can be faxed to them, but 
there are caveats: a) Preserved accounts my not be 
able to log-into the account but they are still 
publicly viewable, b) MySpace can only preserve 
a currently active (non-deleted) account, and c) 
Information in the Sent Mail/Trash Can is stiU 
subject to automatic deletion. 

12) If restricting the user’s access to the profile will 
impede an investigation, investigators can request 
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that private messages be output to a flat file for 
preservation before a subpoena is served. 

13) Investigators MUST state the “FriendID” in the 
subpoena of the account(s) for which information 
is needed. The FriendID can be located in the web 
address of the profile in question. 

Example where FriendID is “6221” 
http://www .myspace. com/index, cfm? fuseaction 
=user. viewProfile&fiiendID=6221&Mytoken 
=20050518161358 

14) MySpace can respond to court requested 
information with approximately a 2-week 
turnaround. 

15) The preferred way to transmit requested 
information is via email with an Excel spreadsheet 
attachment - so specify on the subpoena the email 
address results can be sent to. 

16) MySpace wfll accept subpoenas delivered by fax or 
mail; 

MySpace can be reached at: 

1333 2”'^ Street, First Floor 
Santa Monica, CA 90401 
Phone: 310-917-4949 

Fax: 310-394-4180 _ 

1) Twitter does not provide multimedia (photos or 
videos) hosting other than for a user’s profile 
picture and account background image, and 
therefore is not able to provide images or videos 
that a user may share through their account via any 
3”* party. 

2) Non-public information about Twitter users will 
not be released without a subpoena, court order, or 
other valid legal process document. 

3) Even though Twitter collects and stores 
information of users, the information may not be 
accurate if the user has created a fake or 
anonymous profile. Twitter does not require email 
verification or identity authentication. 

4) Twitter will notify users of requests for their 
information prior to disclosure unless they are 
prohibited from doing so by statute or court order. 




5) Twitter retains different types of information for 
different time periods. Some information may be 
only stored for a very brief period of time. 

6) Preservation requests must be signed, include a 
valid return email address, and sent on law 
enforcement letterhead delivered by mail or fax. 

7) Twitter can be contacted through; 

Email: lawenforcement@twitter.com 

Fax: 1-415-222-9958 attn: Trust & Safety 

Mail: Twitter, Inc 

795 Folsom Street 

Suite 600 

San Franciso, CA 94107 

IMPORTANT - Only email from law enforcement 
domains will be accepted. All others will he 
disregarded 




24 



Instructor Lesson Plan 

(5“* Hour) 


Subject: 5'*' Hour - Utilities & Resources 
Unit: Criminal Investigations & Technology 
Time Allotted: 50 Minutes (1330-1420) 

Learning Objectives: Understand key terms and definitions, and various on-line and stand¬ 
alone utilities that can be used to locate and harvest social networking inf ormation. 

Lesson Objectives: 

1. Acquaint the Learners with various utilities and resources that are able to locate and 
extract information from social networking and social media sites as well as fi'om the 
Internet in general. 

2. Acquaint the Learners the functionality and services of utilities and resources, how they 
operate, and the information they may provide during the legitimate investigation of 
c rimin al offenses. 

Preparation: Learners do not need to have any prerequisite knowledge of the subject material, 
but should be assigned to an investigative position within the Houston Police Department that 
would reasonably cause them to come into contact with social media sites in the performance of 
their investigative duties. 

Presentation: Presentation will be lecture-based supported by PowerPoint 

presentation media. 

Key Topic Points _ Elaboration on Key Points 


Terms and Definitions 


Metadata 

1) Metadata is an ambiguous term which 
is used to describe "data about data". 
Metadata is traditionally found in the 
card catalogs of libraries. As 
mformation has become increasingly 
digital, metadata also includes, but is 
not limited to: 


Means of creation of the data 

Purpose of the data 

Time and date of creation 

Creator or author of data 

Placement on a computer network 
where the data was created 

Standards used 

The basic information of a piece of 
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' 

music, a picture, or file 


For example, a digital image may 
include metadata that describes how 
large the picture is, the color depth, the 
image resolution, when the image was 
created, and other data. A text 
document's metadata may contain 
information about how long the 
document is, who the author is, when 
the document was written, and a short 
summary of the document. 

Web Spiders 

2) Web Spiders or Web Crawlers are 
computer programs that browse the 
Internet in a methodical, automated 
manner. 


Many sites, in particular search 
engines, use “spidering” as a means of 
gathering up-to-date data. Web 
crawlers create a copy of all the visited 
pages for processing by a search 
engine. TTie search engine indexes the 
downloaded pages to provide faster 
searches. Crawlers can also be used for 
harvesting e-mail addresses. 


A Web crawler is a type of bot, or 
software agent, that, in general, starts 
with a URL to visit and then copies aU 
the hyperUnks and content on that and 
nested pages. 

Data Aggregation and Inference 

3) Data Aggregation and Inference is a 
multiple-criteria decision-making 

operation. Whether in our daily lives or 
in a professional settings, there are 
usually multiple conflicting criteria that 
need to be evaluated when making 
decisions. For example, in purchasing 
a car, cost, comfort, safety, and fuel 
economy may be some of the main 
criteria we consider. 


In our daily lives, we usually weigh 
multiple criteria impLicitly and we may 
be comfortable with the consequences 
our decisions that are made based on 
only intuition. 
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On the other hand, when stakes are 
high, it is important to properly 
structure the problem and exphcitly 
evaluate each criterion. This leads to 
more informed and better decisions. 

Data Aggregation and Inference can be 
accomplished by just giving a topic 
good thought, or by automated 
mathematical computerized models. 

Utilities and Resources 

1) 411. Com (People S earch) 

2) Abika.com (People Search) 

3) Classmates.com 

4) MyLife.com 

5) Spokeo.com 

6) WebInvestigator.org 

7) Wayback Machine (Archive.org) 

8) WebReaper 

9) FOCA On-Line (informatica64.com) 

10) FOCA Stand-Alone 

11) Firesheep 

12) FBpwn 

13) Cree.py 
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Instructor Lesson Plan 

(6“* Hour) 


Subject: 6^** Hour - Additional Legal and Practical Issues 
Unit: C rimin al Investigations & Technology 
Time Allotted: 50 Minutes (1430-1520) 

Learning Objectives: Understand how industry-wide plans for Federated Identity services, 
changing Terms of Service, and enhanced Privacy Policies will impact investigations, as well as 
understand the various unresolved issues that law enforcement officers need to be aware of. 

Lesson Objectives: 

1. Acquaint the Learners with Federated Identity services planned by the major service 
providers. 

2. Acquaint the Learners with the importance of considering Terms of Service and Privacy 
Policies of social networking sites. 

3. Acquaint the Learners with various unresolved issues related to when, how, and why law 
enforcement officers can use social media in investigations. 

Preparation: Learners do not need to have any prerequisite knowledge of the subject material, 
but should be assigned to an investigative position within the Houston Police Department that 
would reasonably cause them to come into contact with social media sites in the performance of 
their investigative duties. 

Presentation; Presentation will be lecture-based supported by PowerPoint 
presentation media. 

Key Topic Points _ Elaboration on Kev Points 


Federated Identity 

1) Social networking sites are increasingly 
developing hybrid functions and 
moving toward federated identity 
schemes such as OpenID and Facebook 
Connect. 

2) Facebook, MySpace, Yahoo! And 

Google aU have projects underway to 
act as Identity Authenticators - moving 
to a Single Sign-In model where a user 
can log-into Facebook using Google 
credentials. 

3) If attribution of activity is necessary, 
must determine the identity provider. 

Terms of Services & Privacy Policies 

1) Social networking sites have extensive 
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. . terms of service and privacy policies. 

Most of the policies are undergoing 
intense scrutiny by privacy advocates 
and are adapting m a way that may not 
favor law enforcement. 

2) Most sites permit emergency disclosure 
of information to law enforcement 
without a need for a warrant, but most 
sites have very brief windows of 
opportunity to capture information after 
it is deleted or modified by the user. 

3) All sites specify exceptions to respond 
to legal process and protect the service 
against fraud or damage, but recovery 
of information is extremely time and 
activity sensitive. 

4) U.S. V. Drew - Can failure to follow 
Terms of Service render access 
unauthorized under 1030? 

Employment policy cases tend to say 
“yes” but there are concerns that Terms 
of Service could transform into a 
privately-managed criminal code for 

_ site misconduct. _ 

Unresolved Issues 1) A difficult issue for Defense Attorneys 

is whether anything can or should be 
done about existing, harmful 
information that a client has posted on a 
social networking site. Even if law 
enforcement can retrieve the 
information, the fact that it existed and 
was destroyed could be interpreted as 
an attempt to obstruct justice by 
deleting incriminating information 
during a pending investigation. 

2) U.S. V. Wortman, 488 F 3d 752 (7* Cir. 
2007) involved a defendant that was 
convicted of obstruction of justice for 
destroying incriminating evidence that 
belonged to her boyfriend after learning 
that he was under investigation by the 
FBI. 
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3) Social networking companies tend to 
cooperate with law enforcement’s 





requests for information but defense 
requests are frequently opposed. This 
may be nice for us but the courts wUl 
eventually move to level the playing 
field if social networkmg companies 
don’t frnd a balance. 

4) Thorny ethical and legal issues can 
arise if, during an investigation of a 
social networking site, law enforcement 
acts untruthfully, uses third parties to 
access information, or uses a fictitious 
identity to obtain information. The best 
rule of thumb is to stay within the 
Terms of Service of each social 
networkmg site. 

5) Griffin v. State, 2010 WL 2105801 
(Md. May 27, 2010) discusses in detail 
the authentication of evidence from 
social networking sites but the 
requirements and methods have not 
been fully tested through the courts 

6) One court has held that defense 
counsel’s failure to investigate and 
pursue evidence from social 
networking sites could be ineffective 
assistance of council (see Cannedy v. 
Adams, 2009 WL 3711958 (C.D. Cal. 
Nov. 4, 2009). 


7) If defense attorneys are obligated to 
investigate social networking leads, 
why aren’t we?_ 




Instructor Lesson Plan 

(7^** Hour) 


Subject: 7*** Hour - Review and Question & Answer 
Unit: Criminal Investigations & Technology 
Time Allotted: 30 Minutes (1530-1600) 

Learning Objectives: Understand the key points of today’s lecture, and be able to put the 
provided information to use and action in criminal investigations involving evidence from social 
networking sites. 

Lesson Objectives: 

1. Bring into focus the main points of today’s presentation. 

2. Place emphasis on key concepts which the Learners will need to obtain and use evidence 
from social networking sites. 

Preparation: Learners do not need to have any prerequisite knowledge of the subject material, 
but should be assigned to an investigative position wi thin the Houston Police Department that 
would reasonably cause them to come into contact with social media sites in the performance of 
their investigative duties. 

Presentation: Presentation will be lecture-based supported by PowerPoint 

presentation media. 

Key Topic Points _ Elaboration on Key Points 


Introduction to Social Networking Sites 

We talked about; 

1) What social networking is 

2) Various types of social networking sites 

3) The most popular social networking 
sites 

4) Where people share information 

5) How people manage their accounts 

6) What police departments use sites for 

7) Utility of social networking 
information 

8) What types of information to look for 

Overview of Key Social Networking Sites 

We talked about: 

1) Social networking sites and 
characteristics 

2) Screenshots of sites and site features 

Case Studies and Review of Successful 
Investigations 

We talked about: 

1) Outside (non-HPD) investigations 

2) HPD investigations aided by social 
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networks 


Capturing Evidence and Working with Site We talked about: 

Administrators 1) Reactive versus proactive 

investigations 

2) Site visualizers 

3) pipl people search site 

4) Prin&ey for screen capture 

5) Screen Recorder for video capture 

6) Considerations for undercover 
investigations 

7) U.S. V. Lori Drew- Terms of Service 

8) Complainants, wimesses, and police 
use 

9) Working with social network providers 

Utilities and Resources We talked about: 

1) Metadata 

2) Web Spiders 

3) Data Aggregation and Inference 

4) Various people search sites 

5) Various information search sites 

6) Data harvesting tools 

7) When and where these tools are 
appropriate 

Additional Legal and Practical Issues We talked about: 

1) Federated Identification plans 

2) Terms of Service 

3) Privacy Policies 

4) Unresolved Issues 
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m. ' Application 

The Learner will be able to collect and use evidence from social networking sites during 
the investigation of criminal offenses, and will be able to do so in a way that will allow 
the evidence to be complete and capable of withstanding legal challenges 


IV. Evaluation 

None 


V. References 

Facebook - www.facebook.com 
MySpace - www.myspace.com 
Twitter - www.twitter.com 
Linkedin - www.linkedm.com 

Social Networking Visuahzation Tools - www.lococitato.com 

How to Capture a MySpace Page for Investigative Purposes 
By: Lauren Wagner and Keith Daniels 

SEARCH, The National Consortium for Justice Information and Statistics, 

January 2008 

www.search.org 
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Social networking sites provide people with a virtual 
environment where they share stories, pictures, videos, and 
participate in chat rooms with friends and acquaintances. 
























































Examples of Social Networking Si 
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> Zynga - online games 


Where do Americans spend most of 

their Internet time? 
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Source: Nielson, May 2011 



What are the most popular Social 

Media sites? 
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Source: Nielson, May 2011 
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The Internet itself is still a rather new tool to society. It was 
only two decades ago when it was first available for public 
consumption. 
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> The 2010 global average time spent per 
person on social networking sites was ~ 5.5 
hours per month. 


















Every Minute on Facebook 
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Whicli of the following activities does your agency use social media tools for? (Select all 

that apply} 
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Unlike traditional Web sites, where users are limited to passive viewing, 
social networking sites permit users to create personal profiles; post 
photographs, videos, and audio clips; write blog entries and status updates; 
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> Operations - Private profiles provide a powerful collaboration platform 
with very weak attribution 
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> Lead to discovery of instrumentalities or fruits of crime 
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Things To Look For (continued) 
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Module Objectives 
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potential utility of information contained within each site 
for the legitimate investigation of criminal offenses. 
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Source: http://www.facebook.com/press/info.php7statistics (11 -9-2011) 
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> Site functionality has been used to deliver viruses and malware, and to 
provide Command & Control for network Bots. 













































Facebook Find Friends 
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What Happens In Facebook 
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Facebook Friends Map 



















































MySpace 

> Founded in 2003; now owned by Fox Interactive Media 
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> Business-focused with enforced limits to interaction between users 
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It wasn't a pretty picture for 
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with five others with multiple 
counts of trafficking and 
selling narcotics. 



Outside Investigations - Case # 7 

James Roberts, 27, bragged on _ _ 




the stolen ring. Roberts and his 
partner, Darryl Caller, are serving 
five years each for robbery. 
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Outside Investigations - Case # 9 

The Murder of Kim Proctor 
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Outside Investigations - Case # 9 

Planning A Murder 
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In another chat session, Kruse asked a girl from Halifax, “What would your 
opinion be on me if I killed, raped, or brutalized someone?” The two had 
met a few years before on World of Warcraft, and grown close online as 
members of the same gaming guild, eventually falling for each other. 


Outside Investigations - Case # 9 

The Crime 

Kruse called Kim and asked her to come to his house. He had something 
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The next morning, Kruse and Cam put Kim’s body into a hockey bag and 
boarded a bus. Once at the site where they planned to dump Kim’s body, 
they trudged into the woods and under a bridge. They doused the bag in 
fuel and lit it on fire. 
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The Crime (continued) 
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her, but that he wanted to say it over World of Warcraft c[\al instead. Once 
inside World of Warcraft, he confessed to the crime. 
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The Trial 
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^here, the prosecutor pointed out, a more comprehensive sexual- 
ffender-treatment program is offered, including chemical castration (a 
ontroversial drug-treatment plan used in Canada to reduce the likelihoo 
f recidivism in sex crimes). 
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The Aftermath 
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HPD Investigations - Case # 1 
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All three were charged with Engaging in Organized Criminal 
Activity. 
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have otherwise gone 
undetected. 



Topics on Prosecution 
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you or the department on the 
front page of The New York 
Times 
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Balash, “That’s all the judge talked about. He never got past 
that.” He said Binkard had “learned no lesson and showed 
no remorse.” 


Topics on Defense - Case # 2 
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A judge agreed, calling the pictures 
depraved while sentencing Upton. 


Topics on Defense - Case # 4 
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Six feet under, 

And I can still hear her complain. 


Topics on Defense - Case # 4 

(continued) 
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release because it was reasonable to assume the message 
would reach the victim and any reasonable person would 
interpret it as a threat. 
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information and videos. 



Reactive Investigations versus 
Proactive Investigations 
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> importance of staying in compliance with each site’s 
Terms of Service (TOS) 
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^ Allows Tor export OT error log oetailing all errors 
generated while mapping a network. 


Facebook Visualizer 



Showing 69 people. View Type: Normal 


































[Showing 69 people. View Type: Normal 
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as a CSV for import into Excel or other applications 
Allows for View and Export of page source 
information; Allows for printing or export to PDF 





































Showing S4 people. View Types Wornial 
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other applications. 

Allows for export of the network as a JPG. 
^Allows for printing or export to PDF. 
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YT (YouTube) Visualizer 
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people-related documents are stored in databases and not 
on static web pages, most information about people is 
simply "invisible" to a regular search engine. 
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Screen Recorder (Video Capture) 



Reaidy 

















Undercover Investigations 

> Reasons for undercover investigations 
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> U.S. V. Drew - if a law enforcement 
officer violates a site’s Terms of Services 
is that “otherwise illegal activity” ? 
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fictitious 16 year oid boy with the alias "Josh Evans" to find out what 
Meier was saying. 
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Government eventually decided not to appeal. 
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> Follow the general rule to think very carefully about what 
you post. 
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Suite 100 

Sacramento, CA 95833 



r^ 

o 


o 

o 

jzi 

0 

o 

05 

LL 



^ <D 

« -4—* 

c .55 

0 O 

T3 O 
(/) 
CO 
05 

if) 
if) 
0 


I— 

o 

z 

o 


if) p 

g 0 

^ O 

O O 
JD Q 

(/i ^ 

<0 Q 
0 — 

o ^ 

^ 0 

Q-3 

o ^ 

o 

0 O 

JD -Q 
0 CD 


c 

13 

0 


O 

o 

JD 

0 JD 

8 52 

LL 0 

A CO 

A 3 


o 

0 

i_ c 

5 8 


O 

0 

0 


O) 

C 

■>^ 

_0 

Q- 

0 


0 

if) 

O 

-Q 

0 


jQ 

_0 

’0 

> 

0 


q: 0 
o 

0 LL 


9 

ID ■ 

C 
13 
O 


if) 

0 


0 C 

-Q ■ ” 

c 
0 
O 


ID 
O 

o “ 
Q 0 

ZD 0 


= 0 
H— P 

2 ^ 

Q- if) 

E o 
o <y> 

O CO 

o ^ 

o S 

o ^ 

■§ c3 

o CM 
0 

■ 0 
JD 

E 

13 
C 

0 


0 

if) 

=5 

C 

O 

0 

0 

0 




if) 


0 

0 


03 

c 

■ ■ 

00 


_J 



01 

CD 



LO 

c 

0 

0 

CO 

H—' 

r~ 

CM 

'0 


■ 1 — 

0 

C 

II 

Q- 


•a 

0 

0 '' 

c>- 

TD 

Q. 

rz 

Ql . 

^ Q 

0 

tz 

Q. — 


0 

X 

CD 

0 

's^ 


— 0 
’i 0 


o 

E 

I 4 —» 
0 
0 


JD 

13 

if) 

0 

E 

o 


o if) 
0 

if) iD 
if) 

O T3 
0 JD O 

0 0 9 

O 
0 


0 


O LL 


>. 
C 

Q_ s-T 0 
O O M_ 

4—» 

CD 


a> g 


o 

c 


JD 
0 

c r. 

^ if) 
if) "O 

o 

o ^ 

o £ 

J3 .4- 

0 c 

O 3 
.C^ O ^ 
LL O O 

A O O 

A 0 0 


O 13 
0 


0 


>. 

C 

0 

Ql 

E 

o 


O) 

c 

c 

o 

GL 

if) 

0 


CL 

0 

0 

if) 

D 


O 

c 


D) 

’i_ 

0 


0 

0 

> 

&_ 

0 

if) 

0 

O 

O 

JD 

0 

O 

0 

LL 

A 


any CIVIL subpoena, and to delay any compliance to allow its users to 
move to quash or otherwise resist a subpoena. 



~o 

c. 




C/3 


0 



„ JD 

4—' 

0 

0 

^ -4-J 


0 O 

T3 

0 

T3 C 

0 

■o 

C 

■0 

o 

0 ^ 

03 ^ 

^ .-ti 

b 

O 

O 

Q. 

0 

N 

^ 0 

0 

03 


B 0 

O 

Q. 

cn 

0 

0 


cd 


Co 0 
^ c T3 +-! 


cd 

c 


cd 


^ 13 

±= -J75 T3 O 
A C O 

A i9 ccJ cd 


"1 « 

C/D r= 

cc3 cd 
^ E 

O 0 

3 _ 

C/D O 

c: ^ 

.5 I— 

cd 

E t 

o c 

C ’D) 

-- o 

£ o 

cd 0 

C 0 
CD C 
O .E c /3 
Q. 0 

^ T5 03 
3 c Cd 
0 cd w 

cd 0 0 

B E 
0 cd 
u (D 

=5 X 

_ 

O 03'*- 
0 O »- 
Q.— O 

CO n " 

g E 
A E 0 
A c 


0 

> 


0 

0 

0 

13 

C 
O 
+-• 
0 
,03 

‘•I—» 
0 
0 
> 
C 

c 

0 


0 

03 

0 
• 4 —> 

0 


0 
-•—• 

0 

13 

O 

O 

0 

0 

JD 


0 


C 

g 

0 

E 


0 

0 

0 

■o 

0 X 

Q. E 

— CL 

A 0 


■o 

0 

b 


0 
0 
0 

T3 
T3 
0 
■4—* 

0 
0 

■4—• 

0 

0 
> 

0 
SZ 

■ 4 -» 

o 
c 

o 

■O 
0 
o 

■4—' 

0 

■4—> 

0 

‘c 

E 
■o 
0 

O 
0 

0 

g 
■> 

0 
0 

0 
0 

0 
0 

— 0 

0 E 
o E 
0 o 

CL'^ 

(f) -E 


A ^ 

A o 


c: 

o 


0 
■4—« 

o 

JZ 


£Z 

0 

E 

0 

o 


c: 

0 


0 


C 

,g 

0 

E 

b 

•4— 

c 

0 
-•—» 

0 

> 


0 

0 

o 

o 

0 

>> 

0 


0 

O 

0 

Q. 

CO 


A 


CX3 

O 


subpoena in limited, emergency situations in which the safety of a member of the 
public is at risk and there is insufficient time for the law enforcement agency to 
obtain a subpoena. In these circumstances, MySpace requires the delivery of a 
signed statement on a law enforcement letterhead certifying the existence of an 
emergency and all the info that would be required in a subpoena. 
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c) Inforrnation in th© Ssnt Mail/Trash Can is still subjsct to autornatic 
deletion. 
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^ If restricting the user’s access to the profile will impede an investigation, 
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> The preferred way to transmit requested information is via email with an 
Excel spreadsheet attachment — so specify on the subpoena the email 

address results can be sent to. MySpace will accept subpoenas delivered by 
fax or mail. 
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Working with Twitter 

> Twitter retains different types of information for different time periods. 
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. Acquaint the Learners the functionality and services of 
utilities and resources, how they operate, and the 
information they may provide during the legitimate 
investigation of criminal offenses. 
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For example, a digital image may include metadata that describes how 
large the picture is, the color depth, the image resolution, when the image 
was created, and other data. A text document's metadata may contain 
information about how long the document is, who the author is, when the 
document was written, and a short summary of the document. 
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A Web crawler is a type of bot, or software agent, that, ir 
general, starts with a URL to visit and then copies all the 
hyperlinks and content on that and nested pages. 




o 

0 ^ 
0 

^ o 


03 

c 


o 

Q. 

H—> 

E 

0 

0 


I :E 


Q. 

03 

C 


CO 

0 

> 


(D 
O 0 
C 
0) 

o 

c 

"U 

c 
(0 


13 

o 


0 


0 


_0 

0 

JD ^ O 
o ^ c: 

CJ)-^ 
T3 C c 
0^ 0 ^ 
0 03 0 

^-> O ■+-■ 
0 

x: ^ o 
t: ^ 0) 
c F 
^ ^ 

^ 0^ 0 
O ^0 

^ X 0 

E 


>^■5= -7^ 


g 0 

:— i_ 

*£ O 
O LL 
o 


>. 

E 

o 

c 

o 

o 

0 


0 

3 


O I 
■■>■ 0 

O) o 

O o) 


^ 0 

Q- S 
5E .9 
3 .9 

E ^ 

0 . 
:^X3 ^ 
0 O) C 
Z3 C 0 

^ 0 ^ 
0 E ^ 

0 r ^ 


O)-^ 


0 9 


0 


U) 


0 0 


< ■ 

^ c 

(0 .9 
^ 0 

CO 'o 

Q -S 


> O 0 
T3 'E "O 


0 

0^0 
D) 0 O 
C 3 

it: 0 0 
0 > o 

0 0 O 


E -- 


0 

c 

o 

o 

0 


T3 

>* 0 
0 0 

£ S 

g 0 
^ "O 

ID f5 

c E 
^ 0 
^ ro 
.9 0 


E 
0 
0 


0 

C 

o 

0 

o 

0 

T3 


O 

0 v_ 

i° 

3 

E 0 

O 

r~ Cl 

.9> ^ 

0 cr 
^ CD 

c 

0 ^ 

3 o 
0 0 
3 JZ 

0 'E 

0 > F 
5 ® o 

-X _Q 

^-2 '5 

= ^ -F 
0 £ -9 

E^ 


o c; 
o o 


0 

•D 

0 

_0 

0 0 
Q-iE 
2 I- 
Q. . 

2 O 


O 

CL 

E 

0 


O 

O 

0 

0 

0 
■+—> 

0 


3 
O 

^ 0 C 
J3 O 


.9^ 0 

JZ > 

s § 

^0-0 

0^0 

r— ^ ^ 

9 

0 F 

^ E JD 
- -9 T3 

^ JD C 

§ 2 "5 

.3 CL "O 

0 ^ 
0 9 E 

jz F 5- 
O 0 ^ 
0 3 .9 
£ o 0 
c E o 
O 0 E 


0 

E 

0 

SI 

0 

E 


_0 

0 

0 TD 

> "D 

'5) 

Jl N 

0 

.9,B 

^ i 

0 ) § 

« Ic 

Q-.y 

E ■ 
o 
o 
o 
0 

0 
-Q 

C X3 
0 0 

^ 0 
0 p 

^ O 

2 1 

0 CC 

E o 
0 ^ 

9 ^ 
0 O 
D)£ 

s- T3 
O) O 
CD O 
< D) 

0 ,0 
0 CL 

Q B 


411 .Com (People Search) 



120 













Abika.com (People Search) 



CM 





























CM 

CM 



W jQ 
S O 
O ^ 

o 

I O 

O (/) 
</) 

o 

.95 
tz ^ 

*u o 
o ^ 

■D O 

.£ E 
•fr- o 

O 4? 

'HM' (_) 

>« 
f8 = 
5 O 

r! o 


(A 

o 


*<• 
(A 
(U 
O) 

2 

4.1 ^ 

(A CD 

.— 

@ ** 
w o 
a (A 

IS 5 
E S 

(A Si 

«■? 
U n 






"E ^ 2 g 
i “ e 5 
S -E S S 

f I B ? 

o oi 

S .IS C B 
o *0 > o 

j: « S ?» 

ij??l 

« '5 » 



& O 
C « W 5 01 ^ 


f3 <0 "O 


p* 


E 03 

o o 


z z 


m 

c 

TO 


r: ^ “ I 

c S w “ g 

o ii; ^ C <l» 

2 O O O £L 


tJ 

O 

+-- 

m 

D 

■u 

(Q 


a> S 


«g 


“ o ^ 


£ Ja 3 « ® 2 

2 re 2 ^ ~ c F' 


<A 

3 

JE C 

^ « 
ra CA 


^ E C 3 


i i? « S 


o 
w 
02 


_oo©o*9*9ro,y*E 

Si 


{Tl W 


;0 W S f5 

oi 

< s 


c ”0 <3 
■ 2 2 
_ 2 c _ 

(t? O O 0) 


3 

O 

D 

o 

t3 m 


yj ~ 
2 O 
(A (A 


TO ^ 
0 TO 
O 55 


■O 

'E ^ _ 

2 ® 


w »u ^ V a# w vv 

•SeOOOQDu:oi2 












































































Wayback Machine (Archive.org) 
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As soon as anyone on the network visits an insecure website known to 
Firesheep, their name and photo will be displayed. Double-click on someone, 
and you're instantly logged in as them. 
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foxyProxy: Disabled 




















FBpwn 

FBpwn is a Java-based Facebook profile dumper. It sends friend requests to a list 
of Facebook profiles, and polls for the acceptance notification. Once the victim 
accepts the invitation, it dumps all their information, photos and friend list to a local 
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the friend to accept. As soon as the victim accepts the request, the dumper saves 
ail accessible HTML pages (info, images, tags, ...etc) for offline examining. 

After a a few minutes, the victim will probably “unfriend” the fake account after 
he/she figures out it's a fake, but it's too late. 13-7 
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> If defense attorneys are obligated to investigate social networking leads, 
why aren’t we? 
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ion to Social Networking Sites 
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Houston Regional Intelligence Service Center rRDRISO 
Memorandum of Understanding 


This Memorandum of Understanding (MOU) is entered into by the Houston 
Police Department and the below listed agencies, and outlines participation in the 
Houston Regional Intelligence Service Center (HRISC). The listed agencies hereafter 
referred to as “participant agencies,” jointly and severally agree to abide by the terms and 
provisions of this MOU throughout its duration. In order to ensure aggressive capability 
to prevent, detect, respond and recover from a terrorist act, the Houston/Harris County 
region has established a regional intelligence service. 

The Harris County Sheriffs Department (HCSO) 

The Texas Department of Fhiblic Safety (DPS) 

The Metropolitan Transit Authority Police (METRO) 

Purpose: 

The purpose of this Memorandum of Understanding is to set out a common 
understanding and agreement of the policies and procedures that participant agencies will 
follow in providing a regional counter-terrorist and criminal intelligence service in the 
furtherance of protecting the lives and property of the citizenry. This Memorandum of 
Understanding is not intended to be legally binding on any of the signing parties of this 
document. 

Mission: 

The mission of the Houston Regional Intelligence Service Center (referred 
hereafter also as the “Center”) is to provide continuous security to our region by 
gathering, developing and sharing intelligence into the capabilities, intentions, and 
actions of terrorist groups and individuals which pose a threat to our populace and region. 

Organization - Chain of Command 

• Personnel 

Personnel assigned to the captioned Center will consist of a combined body of 
members who are assigned or attached to, or are in active association with, the 
Houston Regional Intelligence Service Center. 

Members shall be considered as full time participants in the Center if they spend 
at least sixty percent of their effort towards the Center’s mission and are 
physically collocated at the Center. Members shall be considered as Associates if 
they contribute to the mission of the Center and are virtually or electronically 
collocated with the Center. 
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• Direction of the Houston Regional Intelligence Service Center 

All participants, acting as equal partners, acknowledge the mission of the Houston 
Re^onal Intelligence Service Center, and will work in concert towards fulfillment 
u „ ® policy, program involvement, and direction of the service 

shall be the responsibility of the Chief of Police of the Houston Police 
Department or his designee who will coordinate with the designated members of 
the participating agencies. 

• Operational Oversight & Supervision 

General supervision of the personnel assigned to the Houston Regional 
Intelligence Service Center will be the responsibility of the participating agencies. 
Day to day supervision and operational oversight, however, of the intelligence 
service ^d its direction, shall be with a Houston Police Department supervisor 
who will act as the administrative coordinator of the center. 

The responsibility for the conduct of individuals assigned to the center remains 
with their respective agency. 

• Operational Personnel 


The Houston Police Department initially agrees to assign four (4) officers to the 
Center, as well as provide positions for one or more officers/agents from the 
participatmg agencies. Full participating agencies will provide, at a minimum 
one officer or agent or member full time to the service center. The Houston 
Police Depa^ent will also provide positions for a minimum of two analysts 
wthin the Center. Associate participants will designate a contact person within 
their agency to liaison and interact with the Center. 


• Office Space, Equipment, Vehicles, Overtime 


The Houston Police Department agrees to provide office space, equipment and 
supplies, to cany out the administrative operation of the Houston Regional 
n elhgence Service Center. Additional equipment required by an agency will be 
the responsibility of that agency. ^ s .y win oc 


Vehicles and overtime will 
pursuant to their policies. 


be the responsibility of each individual agency 
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Procedures 


• Compliance with Regulations 

The Houston Regional Intelligence Service Center, and the personnel assigned 
there, will operate in compliance with federal regulations regarding intelligence 
specifically 28 CFR Part 23 et al. 

The Houston Regional Intelligence Service Center shall develop procedural 
guidelines to ensure operational and informational security as well as to provide 
for the effective and efficient operation of the Center. 

• Assignment of Personnel 

Personnel assigned to the Center will be assigned matters and duties related to the 
mission of the Intelligence Center. Continued assignment of members will be 
based upon performance, and will be at the discretion of the respective 
participating agencies in coordination with HPD. 

• Information Exchange & Intelligence Sharing 

Participating agencies agree to exchange and share information to the Center in 
furtherance of its mission; connectivity back to the participant agency’s 
information, database, data warehouse is required. 


In order to ensure the rights of innocent citizens are not abridged, all intelligence 
products and intelligence sharing shall adhere to the rules in keeping with 28 CFR 
Part 23 et al and the “need to know/right to know” standard. To prevent 
compromise of intelligence products produced, access and dissemination will be 
controlled and all intelligence products produced will be labeled “Law 
Enforcement Sensitive, For Official Use Only.” 

Amendments to this MOU 

If the signatory parties agree, this MOU may be amended at any time in the future 
to include additional participating agencies. 

Duration 

There is no limit as to the term of this Memorandum of Understanding. However, 
any party wishing to terminate participation may do so by providing written 
notice to the other parties of their intent to withdraw from this agreement 
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By; ■ 

Harold L. Hurtt, Chief of Police 
Houston Police Department 

o 

Tommy Thomas, Sheriff 
Harris 


Date: 




By / ^ 

^^JHtJnorable^oberTEckels 
Harri^County Judge 




Thomas A. Davis Jr., Director^ 
Texas Departn^t of P/^j^i$^afety 




Date: 




Chief 

Authority Police Department 


Date: 2/ e>i^/ -pz^7 


Date: J3Lj2t^C 


